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Chapter 1 - Introduction

Introduction

The installation of QAD EQMS 2025.1 is performed using a utility called Site Manager. Site
Manager handles the installation and updates of the QAD EQMS 2025.1 application.

About This Guide

This installation guide focuses on:

« Prerequisites for using Site Manager
o Downloading and installing Site Manager
o Downloading the QAD EQMS 2025.1 package

@]

[¢]

o O O O

A step-by-step guide for the installation process, including:

Setting up a SQL account to manage the databases

Creating a Site in IIS, assigning bindings, assigning SSL Certificates, and creating
Application Pools

Walk through of each screen in Site Manager

Encrypting sensitive configuration files

Installing the EZDL service

Updating system paths, email, and LDAP information

Prerequisites for the Installation of QAD EQMS 2025.1

Below are the technical requirements to run Site Manager. These should all be present prior to
running Site Manager utility on the Web Server

o All prerequisite links can be found here: Package Website
« Site Manager Prerequisite files. These are located on Package Website
o A Local or Domain Administrator account
o In situations where files are being stored off the Web Server, a Domain account

with access to the Web Server and the server where the files are stored is
required. This account will also run the Esync Windows service and the
Application Pools



https://team.qad.com/display/EQMS/QAD+EQMS+2025.1
https://team.qad.com/display/EQMS/QAD+EQMS+2025.1

Chapter 2

Setting Up the Installation

SOL Server Setup...10
Web Server Setup (I11S)...11
Download Site Manager and the QAD EQMS 2025.1 Package...14



SQL Server Setup

SQL Server Setup

1. Create a new login to be used to connect to SQL Server.
a. Log in with the SA or any admin account, right-click on Security, select New, and
select Login.
b. Fill in the Login Name, select SQL Server Authentication, set the password, and
deselect "Enforce Password Policy".

B Microsoft SO Server Management Studio (Administrabor)

Fis Edt View Debug Tock Window Halp
Pl - S o il | o NewGuery Ly
Cibject Exploner
Connect~ &Y 8 m 7 ] .5

B | QYARKSSCERNZ (S0 Server 11.002100 &
= [_d Databases

|

'l . o, ) = [u
(1] a

]
14 I g | T

e

= I

= L -
Sl MNew b
:E Reports " Server Role, .,
r Credantial, ..
£ Refrach '
:E LL ) lI.Elllll_l_H.e.Jl_ m-"

M NT SERVICE\SOLSER,
A NT SERVICE|SOLWYR...
& NT SERVICEWinmgmi
&, obstest

5 Senver Roles

& User Mapping
& Secuables " Wwindows suthentication
A Stabus

Oild passwoed |
™ [Enforce password pokcy!
-

ii.

2. Set the Server Roles that the new login will use. These are the required roles; however,
more roles can be selected if needed.
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Chapter 2 - Web Server Setup (I1IS)

a. Click Server Roles in the left panel.
b. Assign the login the dbcreator, sysadmin, and public roles.

Ssow - Cyves

Server ol is used to grant serverawide securiy pavileges to a user.

had

Click OK and verify the login is successful with the new username.

4. Run the following query against the Master Database to determine if Full Text Search is

enabled. If it returns "1" then it is enabled. If it returns "0" then it is not enabled. If the

customer wishes to utilize the Global Search functionality, Full Text needs to be enabled.
e SELECT FULLTEXTSERVICEPROPERTY ('IsFullTextInstalled')

Web Server Setup (lIS)

1. Create a Site in IIS
a. In IS, right-click the Sites icon and select "Add Website".

uﬁ Start Page =
4935 QQCOQADWINS60 (QAD\dhy
o} Application Pools ASP.NET

Fl +._i:| St . =
> @@ AddWebsite.. <

i3 Refresh

r,_i Swritch to Content View

11 -



Web Server Setup (IIS)

b. Fill in the Site and select/create the Physical Path (red and blue arrows).

Add Website [2] x |

Site name:

[QApEQMS | |QADEQMS — || select. |

Content Directory

Physical path:

Pass-through authentication P e e
SaEilaag| | Vot Sdtings. Select a dirsctory for the apolication.

Binding

J Data ~
Type |P address:

| development

|http v| |AII Unassigne\. B Dowriood:

Host name: F e ESync
| 41 Inetpus|

I 1 CustomerSites
b Em2D19
o Newfolder
\, GadCebos2019

| DADEQMS il m—

- Ju Veracode

Example www.contoso.com or mark)

Start Website immediatehy b WDisL

o wwwrroot

I Katalon

i | Wake New Folder [ ok || cameel |
c. Select the Application Pool to DefaultAppPool. Set the Binding Type to https (blue
arrow). Set the Host Name to the URL created for the Site (green arrow). The
Host Name will be the URL the users use to connect to the Application and should
be determined by the customer. Set the SSL Certificate (black arrow).

- 12 -



Chapter 2 - Web Server Setup (I1IS)

Site name; Application pook

|QaDEQMS | [QapEQms

Content Directory
Physical path:

|D:\Inetpub\QADEQMS

Pass-through authentication

Binding
Type: IP address:

All Unassigned

Host name:

[ qadegms.qad.com

[ ] Require Server Name Indication

SSL certificate:

[ *.qad.com

-13 -



Download Site Manager and the QAD EQMS 2025.1 Package

Download Site Manager and the QAD EQMS 2025.1 Pack-

age

1. Navigate to the QAD EQMS 2025.1 QDN page.
a. Click the QAD Site Manager link.

i

QAD EQMS 2024

Packages

s QAD EQMS 2024 (See Rel
¢ QAD EQMS Site Manager

Schedule Below)

b. Inthe Patch Release Schedule located at the bottom of the QDN page, grab the
latest Package Version.
2. Install Site Manager
a. Open the Msi file and complete the installation. When choosing the location for
Site Manager, keep in mind that backups of site files created each time an update
is done are stored in the root of Site Manager. It is recommended to install Site
Manager on a drive with enough space to house these backups.

ﬁ Site Manager Setup —

Sgl:ct Installation Folder
is is the folder where Site Manager will be installed.

To install in this folder, dick ™ext™, To install to a different folder, enter it below or dick
"Browse",

Folder:
IC:\Program Files\Cebos\site Manager), Browse...

Advanced Installer

- 14 -
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Install QAD EQMS 2025.1

Install QAD EQMS 2025.1

Open Site Manager and Begin Installation

1. On the opening page, click the "+" button near the bottom of the screen.

n Installer / Updater
QAD

Select Operation Select Operation

___Jeolelololclole

2021.43.11.217

©

- 16 -



Chapter 3 - Install QAD EQMS 2025.1

2. Fill in the name of Site and click OK.

ﬂ Installer / U ter
QAD pda

Select Operation

AEEO®

w}’

20214311217

17 -



Install QAD EQMS 2025.1

3. Select Configure New Site (red arrow) and click the Next arrow.

GAD Installer / Updater (QADEQMS)

Select Operation Select Operation

Package
Setup Meta Database QADEQMS

x Incompiete . .
Setup Runtime Database @ Configure new Site

Setup Identi ver Database l:, Update

Setup Site : )} Remove

setup Admin Login : ) Run LibraryBuilder
Setup Web AP/ layer : ) Update From Resource Pack
Setup HTML client

Setup Admin Tools AP

etup Admin Tools client

Setup |dent

Setup Document Service

Setup Reach 5

Setup Esync Service

Web AP| configuration

Setup App Extender Client Configura

Setup Admin Tools Api

2021.43.11.217

©

4. Click the Browse button (red arrow) and navigate to the location in which the package
was downloaded.

- 18 -



Chapter 3 - Install QAD EQMS 2025.1

C}rﬁ...‘D Installer / Updater (QADEQMS)

. Package

select Operation
Package

p Meta Database DOWNLOAD A PACKAGE
Setup Runtime Database Version
Setup ldentity Server Database

Setup Site

Setup Admin Login

Setup Web AP SELECT A PACKAGE

Setup HTML client

Setup Admin AP
Setup Admin

Setup ldenti

21.0.43.51/2021.0.

-19 -



Install QAD EQMS 2025.1

5. Wait for the package to extract and click the Next arrow (red arrow).

Q} Installer / Updater (QADEQMS)

Package

ct Operation

Setup Meta Database DOWNLOAD A PACKAGE

Setup Runtime Database Version N
Setup Identi ver Database

Setup Site

Packiss Extract completed
Setup Admin Login
Setup Web AP| layer SELECT A PACKAGE

Setup HTML client ChUsers\dhy\Downloads\Package2021.0.43.51.zip BROWSE

Setup Admin Tools AP|
etup Admin Tools client
Setup |dent
Setup Document Service
Setup Reach Service Site
Setup Esync Se
Web AP| configuration
Setup App Extender Client Configura,
Package with version 2021.0.43.51/2021.0.43.51 is extracted and ready to use.
Setup Admin Tools Api

2021.43.11.217

©

Set Up the Databases

1. For the Meta Database, enter the SQL Server Name (red arrow), SQL Authentication
(blue arrow), SQL Login Info (green arrow), Create a New Database (black arrow), and
you can change the name of Database if needed (purple arrow). Then click the Next
arrow (orange arrow).

-20 -



Chapter 3 - Install QAD EQMS 2025.1

CED Installer / Updater (QADEQMS)
Select Operation

Package

Setup Meta Database

Setup Runtime Database

Setup |dentity Server Database

Setup Site

Setup Admin Login

etup Web AP layer

etup HTML client

etup Admin Tools client
setup [dentity Server
setup Documnent Service
setup Reach Service Site
vetup NotificationService site
setup TrackingService site
etup Esync Service
Web AP| configuration

JT217

a

Setup Meta Database

1. Select the Database server
SQOL Server name: | VMWdhysqgl2017
2. Select the Authentication Type:
P o

n::] Use Windows Integrated Authenticatio

@;' Use SOL Server Authentication

Login: | =a

Password:; eeessssse

":) Restore from Backup
» Mew Database Name: QADECMSMeta

3. Database
@ Create new Database

'C:) Select existing database

2. For the Runtime Database, all sections should be filled in. If needed, you can change the
Database Name (purple arrow). Click the Next arrow (orange arrow).

-21 -



Install QAD EQMS 2025.1

n Installer / Updater (QADEQMS)
QAD

Setup Runtime Database

Select Operation

Package
Setup Meta Database 1:3elect the Database server

Setup Runtime Database VMWdhysql2017 - «

2. Select the Authentication Type:
Setup ldentity Server Database

t::’ Use Windows Integrated Authentication

Setup Site =
(!,' Use SOL Server Authentication
Setup Admin Login
Setup Web AP| layer 1 |~
Password: weesssssss

Setup HTML client
3. Database

Setup Admin Tools Al
@ Create new Database
Setup Admin ie

O Select existing database

Setup Iden

t(:) Restore from Backup
Setup Document Service

Setup Reach Service Site » i i
Setup NetificationService site

Setup TrackingService site

Setup Esync Service

Web APl configuration

2021.43.11.217

©

Set Up the Application Site

1. Enter the Site Name as it is in IIS (red arrow), check the Use Encrypted Admin Tools
config files check box (black arrow), set the Physical Path (blue arrow), set the Host
Name to be the same as the Host Name set in the Site creation in IIS (purple arrow), and

-02 .



Chapter 3 - Install QAD EQMS 2025.1

set the SSL Cert (orange arrow).

H Installer [ Updater (QADEQMS]

oAD

Setup Site

Sebect Operation

SiteMeme  Default Web Site h

[[] Create site by site name anky

[[] Use encrypbed Admin Tools config files h

Path:

Ahat:

Phiysical pathe C\Develop\QADEQMS ﬁ m

[] Use Reverse Praxy

Type Hetps
IP hiddress:
Pam 443

Host name: | CMVDHYEQMSLOADT gad com h
S5L Casrt: *.gad.com h

2H124.50.9.63

©

Creating the Admin Password

1. Create a unique admin password. Note that the password can no longer be aimhi. This
password will be used in the Runtime Client and the Admintools Client for the admin
account. This password needs to be record-kept as with encrypted configurations, it
CANNOT be recovered.

C:rA‘D Installer / Updater (QAD EQMS)

Setup Admin Login

Select Operation

Package

Username: in
Setup Meta Database S

Password:

a Setup Runtime Database

-23 -



Install QAD EQMS 2025.1

Set Up the Web API Layer

1. At this point of the installation, no input is required from the user, aside from moving
through each screen. During this section, make sure the values here are valid.

5‘[) Installer / Updater (QADEQMS)

Select Operation
Package
Setup Meta Database

Setup Runtime Database Path:

Setup ldentity Server Database Alias:
Setup Site

Setup Admin Login

Setup Web API layer

Setup HTML client

Setup Admin Tools API

Setup Admin Tools client
Setup lden

Setup Document Service
Setup Reach !

Setup NotificationService site
Setup TrackingService site
Setup Esy

Web AP configuration

202143.11.217

©

Set Up the HTML Client

Site Mame:

Physical path:

Application pool - MNet 4.5

Setup Web API layer

QAD EOMS

WebApi
C\Develop\QADECMS\WebApi BROWSE

DotMetd3 =

On the HTML Client page, you can change the preset Title (red arrow). The Title will show in
the Application (in the upper right) and it will also be the Hyperlink text in Action Emails. This

defaults to QAD EQMS but can be changed.

-4 -



Chapter 3 - Install QAD EQMS 2025.1

CE;‘D Installer / Updater (QADEQMS)

Setup HTML client

Select Operation

Package

Setup Meta Database Site Name: QAD EQM3

Setup Runtime Database Path:

Setup |dentity Server Database Alias:

Physical path: C\Develop\QADEGMS\HtmIClient [0 e

Setup Site
Setup Admin Login Application pool - .Net 4.5 DotMNetd3 &
Setup Web AP layer

Web AP URI: https:/VMWDHYSM2021.gad. com/WebApi/
Setup HTML dlient ® P i "

Title: QAD EQMS
Setup Admin Tools AP e

Default Therme: D
Setup Admin Tools client a eme: | QA

— Company brand: QAD
Setup Document Service

Setup Reach Service Site

Setup MotificationService site

Setup TrackingService site

Setup Esync Service

‘Web AP| configuration

2021.43.11.217

©

Set Up Admin Tools API

Below is an example of how it should look.

_25 -



Install QAD EQMS 2025.1

e Installer / Updater (QADEQMS)

Select Operation setup Admln TOOIS API
Package

Setup Meta Database Site Name: QAD EQMS

Setup Runtime Database Path:

Alias: AdminToolsApi
Physical path: C\Develop\QADEQMS\ AdminToolsA

Setup |dentity Server D se
Setup Site

setup Admin Login Application pool - NetCore: DotNetCore &
vetup Web AP layer

Setup HTML client

Setup Admin Tools API

Setup Admin Tools client

Setup |dentity Server

Setup Document Service

setup Reach Service Site

etup TrackingService site
setup Esync Service
Web API configuration

2021.43.11.217

©

Set Up Admin Tools Client

Below is an example of how it should look.

-26 -



Chapter 3 - Install QAD EQMS 2025.1

n Installer / Updater (QADEQMS)
GAD aller / Updater

Setup Admin Tools client

Select Operation
Package

Setup Meta Database Site Name: QAD EQMS

Setup Runtime Database Path:

;| o ias: i
Setup |dentity Server Database Alias: AdminTools

Setup Site Physical path: C:\Develop\QADEOMS\AdminTools |00 -
Setup Admin Login Application pool - NetCore: DotMNetCore v
Setup Web AP layer

Setup HTML client

Setup Admin T

Setup Admin Tools client

Setup |dentity Server

Setup Document Service

Setup Reach Service Site

Setup NotificationService site

Setup TrackingService site

Setup Esync Service

Web AP| configuration

2021.43.11.217

©

Set Up the Identity Server

Below is an example of how it should look.

_27 -



Install QAD EQMS 2025.1

n Installer / Updater (QADEQMS)
AT aller / Updater

Setup ldentity Server

velect Operation

Package

Setup Meta Database Site Name: QAD EQMS

Setup Runtime Database Path:

Alias: AdminToolsldp

Setup ldentity Server Database

Setup Site Physical path: C:\Develop\QADEQMS\AdminToolslc

setup Admin Login Application peol - MNetCore: DotNetCore =
setup Web APl layer
| Setup HTML client
zetup Admin T
setup Admin T
Setup ldentity Server
Setup Document Service
Setup Reach Service Site
Setup NotificationService site
Setup TrackingService site
Setup Esync Service
Web AP| configuration

2021.43.11.217

©

Set Up the Document Service

Below is an example of how it should look.

CEK‘D Installer / Updater (Test)

Setup Document Service

Setup Admin Login

Setup Web AP layer
Setup HTML client Site Name: Default Web Site
Setup Admin T Path:

Setup Admin Tools client Alias: DocumentProcessor

Setup Identi Physical path: D:\DevelophTest\DocumentProcessor

Setup Document Service Application pool - .NetCore: TestCore

Set Up Esync API

Below is an example of how it should look.

-28 -



Chapter 3 - Install QAD EQMS 2025.1

n Installer / Updater (Test)
SAD aller / Updater

Setup Esync Site API

Select Operation

Package

Setup Meta Database Site Name: Default Web Site

Setup Runtime Database Path:

Setup |dentity Server Database Alias: ESyne

Physical path: D:\Developh Test\ESync

Setup Site

Setup Admin Login Application pool - Esync: TestEsyncCore

Set Up InteropService Site

Below is an example of how it should look.

n lnstaller | Lipdater (QADECQMS)
Cha D .

Setup InteropService site

e Mame  Defaul Web Site
Path:
Mhas InteropSenvice

et Aclersin L Physical path:| CA\DeveloplQADEIMS InteropServce

i
Wk AP layer
ThAL chet

Toals AP

tatup Erenc Seie AR

Setup Interopbervice site

Cetug MotficationSendce site

Setup Track

Set Up Notification Service

Below is an example of how it should look.

-29 -



Install QAD EQMS 2025.1

CE‘-\:‘D Installer / Updater (QADEQMS)

Setup NotificationService site

Select Operation
Package

Setup Meta Database Site Name: QAD EQMS

Setup Runtime Database Path:

Setup |dentity Server Database Alias: NotificationService

Setup Site Physical path: ChDevelop\QADEQMS\NotificationService
Setup Admin Login Application pool - NetCore: DotNetCore
Setup Web AP| layer

Setup HTML client

Setup Admin Tools API

Setup Admin Tools client

Setup ldentity

Setup Document Service

Setup Reach Service Site

Setup NotificationService site

Setup TrackingService site

Setup Esync Service

Web AP configuration

2021.43.11.217

©

Set Up Tracking Service

Below is an example of how it should look.

-30 -
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n Installer / Updater (QADEQMS)
S aller / Updater

Setup TrackingService site

Select Operation
Package

Setup Meta Database Site Name: QAD EQMS
Setup Runtime Database Path:

' Setu p Identity Server Database Alias: RIS
Setup Site Physical path: ChDevelop\QADEQMS\TrackingService
etup Admin Login Application pool - MetCore: DotMetCore
setup Web APl layer
setup HTML client
yetup Admin Tools API
setup Admin Tools client
Setup dentity Server
Setup Document Service
Setup Reach Service Site
Setup NotificationService site
Setup TrackingService site
Setup Esync Service
Web AP| configuration

2021.43.11.217

©

Web API Configuration

The admin information is read-only, but should reflect the password used in "Creating the Admin
Password" on page 23 (red and blue arrows).

231 -
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QF;.M‘D Installer / Updater (QAD EQMS)

Package

Setup Meta Database

Setup Runtime Database
Setup ldentity Server Database
Setup Site

Setup Admin Login

Setup Web AP| layer

Setup HTML client

Setup Admin Tools API

Setup Admin Tools client
Setup Identity

Setup Document Service
Setup Reach Service Site
Setup Esync Service

Web API configuration

Setup App Bxtender Client Configura
Setup Admin Tools Api

Setup ldentity

2 2.38.171

Web API configuration

appSettings
ActionManagerinterval
01107+
AdminLogin
admin
AdminPassword
aimhi
AllowEmailMessages

true

ApplicationPath
Chinetpub\QMSREL\Master WebApi

ApplicationRootUrl
https://qmsrel.gad.com/master/webapi/

ClientValidationEnabled

Set Up App Extender Client Configuration

After
Configure for HTTPS

0110%*~*

Afp—
frff —

DAlnetpub\CustomerSites\ QADECQMSY

https://qqcoqadwin360/WebApi/

Nothing should need to be changed here. Below is an example of how it should look.

-32 -



Chapter 3 - Install QAD EQMS 2025.1

CE;‘D Installer / Updater (QADEQMS)

Setup App Extender Client Configuration

etup Web AP layer

etup HTML client

Setup NotificationService site

Setup TrackingService site

Setup Esync Service

Web AP| configuration

Setup App Extender Client Configu

Setup Admin Te

2021.43.11.217

©

root

authorityUrl
https://qmsrel.qad.com/master/admintooclsidp/

baseHref
https://qmsrel.qgad.com/master/admintools/
baselr
https://qmsrel.qad.com/master/admintoolsapi/ap
defaultskin

QaD

disableExtensions

true

id

1

https:/VMWDHYSM2021.qad.com/Adn

https:/(WVMWDHYSM2021.gad.com/Adn

https:/VMWDHYSM2021.qad.com/Adn

-33 -
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n Irstaller / Updater (QADEQMS)
A D

Setup App Extender Client Configuration

Setup Meta Database

Setup Rurrtme Datsbese
rot
ELE WbE

audfrihyl

hitps/ grnwrel gad com/ 20240 Ad minToohdd p! btk paed A NTHYECRASL QAL qad, comdd

Setup Web AP layer

baseHref
https/ grnarel.gad.com 20240 AdminTook it pes O VDHYECMSLOADT. qud, comdy

Stup HTRAL clservi

boseli
hittpsf grmzrel.gad.com 20240V AdminTockApiiap | https/ OWDHYECMSLOADT. qad. comyy

setup Admin Took chent
Setup |dentity Serve

Setup Document |
gan
Setup Exymic 50
diszhbleExfensions
Setup InteropSenace i
L False
Setup Motificationfenace site
expnclid
hitps/ s grosel gadcom 20E0 e apl’ kit pe/ DN HYEDRASLOADT. qad, comd

Setup TrackingSenvce site

ad

Setup App Extender Client Configu .

Set Up Admin Tools Api

The admin information is read-only, but should reflect the password used in "Creating the Admin
Password" on page 23 (red and blue arrows).

-34 -



Chapter 3 - Install QAD EQMS 2025.1

n Installer / Updater (QADEQMS)
s aller / Updater

Setup Admin Tools Api

Setup Runtime Database

Setup Identity Server Database

- B True
Setup Site

Setup Admin Login sendPushlNotificationsOnSave
False

runtimeRoctPath

C:\inetpub\OMSREL\Master\WebApi Ch\Develop\QADEQMS\WebApi

Meta

url

https://qmsrel.qad.com/master/admintoolsapi/  https:/fvmwdhysm2021.gad.com/Adrn

Setup Reach S e Site Runtime

Setup MotificationService site uri

Setup TrackingService site https:/fgmsrel.gad.com/master/webapi/ https:/fvmwdhysm2021.gad.com,/ Wek
Setup Esync Service username

Web API configuration admin

Setup App Extender Client Configura: password

Setup Admin Tools Api aimhi —

Setup Identity Server

2021.43.11.217

©

Set Up Identity Server

The admin information is read-only, but should reflect the password used in "Creating the Admin
Password" on page 23 (red and blue arrows).
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n Installer / Updater (QADEQMS)
AT aller / Updater

Setup Identity Server

Setup |dentity Server Database
Setup Site

Setup Admin Login AppTitle

Setup Web AP layer QAD EQMS QAD EQMS
Setup HTML client

AdminAccount

Setup Admin T AP
Username
Setup Admin Tools client )

admin

Setup Identity Server

Password

Setup Document Service _— ‘«
aimhi

Setup Reach Service Site
ConnectionStrings

Setup MotificationService site
VeyronMeta

Setup TrackingService site - - -
Data Socurce=qgceqadwin32 3 Initial Catalog=0M35 | Data Scurce=VMWdhysgl2017:Initial C

Setup Esync Service
VeyronRuntime

Web AP configuration
. £ Data Source=qgceqadwin325;Initial Catalog=0MS  Data Source=VYMWdhysgl2017;Initial C

Setup App Extender Client Configura
IdPStore

Data 5ocurce=gqgceqadwin32Initial Catalog=0M35 | Data Scurce=VMWdhysgl2017:Initial C

I @O

Setup Admin Tools Api

Setup ldentity Server

Setup Document Service

2021.43.11.217

©

Set Up Document Service (File Storage Path)

You can set where the Document File Storage will be (red arrow) here. Reminder: If Document
storage will be on a server other than the Web Server, make sure the accounts running the
Application Pool have access to the path.
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QF‘D Installer / Updater (Test)

Setup DocumentService config

Setup Admin Tools client
Setup Identity

Setup Document Service
_ o root
Setup Esync Site API
_ . AllowedHosts
Setup DocumentService site

*
Setup NotificationService site
_ - EncryptDocuments
Setup TrackingService site

False
Web API configuration
- - - st Locati
Setup App Extender Client Configura orage fons
Setup Admin Tools Api storagel, ion 1
Setup |dentity Server fame
_ D OfficialDocumentPath OfficialDocumentPath
Setup Document Service
path

D\DevelophEQMSDevi DocumentProcessor\Offici:. D:\Develop\EQMSDeviDocumentPro

E-Sync Service Configuration
Setup DocumentService config
storagelocation 2

name

g Custom
Review

o= #h
Execute Install Script n

202

©

Esync Service Configuration.

Below is an example of how this should look.
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Installer / Updater (QADEQMS)

E-Sync Service Configuration

Setup Admin T
Setup Admin
Setup |dentity Serv False
Setup Document Service DatabaseType
Sql5erver SqlServer
ESyncDataProviderTimeoutinSeconds
120

sync Service ESyncierviceMame
Web AP| configuration EsyncOQMSRELMASTER EsyncQADEQMS
Setup App Extender Client Configura: PingSitelnterval

Setup Admin Tools Api ooir=a=es oo/ =1 =1e

Setup Identity Serv connectionStrings

Setup Document Service VeyronMeta
Reach Service Configuration Data Source=cont843\sql2016;Initial Catalog=0MS Data Source=VMWdhysql2017;Initial Cal
Setup NotificationService config VeyronRuntime

Setup TrackingService config Data Source=cont843\sql2016;Initial Catalog=0MS Data Source=VMWdhysql2017;Initial Cal

E-Sync Service Configuration logging

2021.43.11.217

©

Set Up DocumentService Configuration

Below is an example of how this should look.
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it Installer / Updater (Test)

Setup Admin Tools AP|

Setup Admin Tools client
Setup ldentity Server

Setup Document Service
Setup Esync Site AP|

Setup DocumentService site
Setup MotificationService site
Setup TrackingService site

Web AP configuration

Setup App Extender Client Configura

Setup Admin Tools Api

Setup Identity

Setup Document Service

E-Sync Service Configuration
Setup DecumentService config
Setup MotificationService config

Setup TrackingService config

Setup DocumentService config

root

AllowedHosts

*

EncryptDocuments
False

storagelocations
storagelocation 1

name

OfficialDocumentPath OfficialDocumentPath

path
D:\Develop\EQMSDeviDocumentProcesser, Offici:. D:\Develep\EQMSDeviDocumentPro

storagelocation 2

Set Up InteropService Configuration

Note that this is intentionally blank.
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OAD Imstaller / Updater ((BADEQMS)

Setup InteropService config

Setup Wt AN layer

SEtup HIML Cleimt

Setup InteropService config

Setup MotificationSery CE config

Set Up Notification Service Configuration

Below is an example of how this should look. Note that the URI's here should be localhost:9200.
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n Installer / Updater (QADEQMS)

QAD

Setup Web AP layer
Setup HTML client

Admin Ti
Setup Admin Tools client
Setup ldentity Server
Setup Document Service
Setup Reach Service Site
Setup NotificationService site
Setup TrackingService site
Setup Esync Service

Web AP configuration

Setup App Extender Client Configura

Setup Admin Tools Api

Setup ldentity Server

Setup Document Service

Reach Service Configuration
Setup NotificationService config
Setup TrackingService config

2021.43.11.217

©

Setup NotificationService config

root

AllowedHosts

*

TrackDisconnectDelay
4

HasticConfiguration

Enabled
true

Ui
http://localhost:3200/

Loglevel
Warning

http:/flocalhost:3200

Debug

FileLogConfiguration

Enabled

True

Set Up Tracking Service Configuration

Below is an example of how this should look. Note that the URI's here should be localhost:9200.
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Cg.‘D Installer / Updater (QADEQMS)

Pl
etup Admin Tools client
setup Identity Server http://localhost:9200/ hitp://localhost:9200
setup Document Service Loglevel

Setup Reach Service Site Debug Debug

setup NotificationService site . .
FileLogConfiguration

setup TrackingService site
Enabled
setup Esync Service true
Web API configuration
LogLevel

setup App Extender Client Configura: Debug

etup Admin Tools Api
elasticsearch

index
setup Document Service
usage
Reach Service Configuration
url

http://localhost:9200/ http://localhost: 9200/

Setup NotificationService config

Setup TrackingService config

E-Sync Service Configuration

2021.43.11.217

©

Review

You can review all the settings from above on this page. Click the Next arrow (red arrow) at the
bottom to begin the installation.
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(g lerstallis § Updater (Hewl anfiguration)
AAD

Sehup Admin Took
Setup [denbiy Sery

SEbup Doc umment 5

chend

Setup Esmic Sete AP

Setup IraropSanice

U MotThecatnm

Setup Trac linghs

Web API configuratic

1 Stop Application Pook

App Pocd Name
App Pood Name
App Pocd Mame
App Pood Name
App Pood Mame
App Pood Name
App Pood Name
App Pocd Mame
App Pood Name
App Pocd Mame

Create New Meta Database

Datshase name
Server
User Id

Crvprwnte Fidting datshace

[ 3 Upelating System Opticns

4 Create New Runtime Datsbase
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Setup Email and LDAP

Setup Email and LDAP

The below instructions will provide a brief overview of where to input email server information
and where to enter LDAP (if applicable) information.

Setup Email

1.

> w

Log in to the Admintools site. The URL will look something like
https://your.qmssite.com/Admintools

Expand the System Setup group from the navigation on the left and open the Email Setup
screen.

Enter information into all applicable fields and click Save.

Use the Test Connection button to validate an email is being sent from the Application.
Publish the site using the Deploy option.

P¥- AppXtender -

Q Process Search

&3 Publish / Deploy

a.
PUBLISH OPTIONS
J» Force Publish
@ Deploy
P Deploy to ESync
b.
Setup LDAP

L.

2.

Log in to the Admintools site. The URL will look something like
https://your.qmssite.com/A dmintools

Expand the System Setup group from the navigation on the left and open the LDAP Setup
screen.

. Enter information into all applicable fields and click Save.
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4. Publish the site using the Deploy option.

P¥- AppXtender -

Q Process Search

&3 Publish / Deploy

a.
PUBLISH OPTIONS
PP Force Publish
@ Deploy
P Deploy to ESync
b.

Setup Supplier Account Creation Setup

1. Log in to the end user site using an administrator account. The URL will look something
like https://your.qmssite.com/.
2. Expand the Administration group from the navigation on the left and open the Supplier
Account Creation Setup screen.
3. Double-click "Click Here to Edit Setup".
4. Enter information into all fields:
a. Enter your company name.
b. Enter the QMS URL. This is the same URL used in step 1 above.
5. Click Save.

Apply Life Science Strings

If the customer is a Life Science customer and it is required to apply Life Science strings,
follow the instructions below. If there is a question as to whether or not this step should be
executed, please see the Consultant on the project.
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1. Goto QAD EQMS 2025.1 and download the Life Science Resource pack.

QAD EQMS 2024

Packages

s DAD EOMS 2024 (See Releass Schadule Below)

* QAD EQMS Site Manager

* QAD EQMS Environment Manager 2023 (2023.47.07.9)
o QAD EQMS EZ Data Load 2023 (2022447,
a. * Life Science Resource Pack 2[!24|

2. Open Site Manager and select the Update From Resource Pack operation.

Fl CEROS Installer [ Updater (2020install)
DAD

Select Operation Select Operation

Configure Backup

2020

0 AAIRSL ) I0H 0T A6

2020Install

Apply Update 2020012451 /208000, 7.24 '\___': Update

. Configure new Site

Done 20Z0Regression ) Remove

A0 6225/ I00 0220 .
| Bun LibraryBuilder
Encrypt 5
00003 c] ) 200900000 @ Update From Resource Pack
InstallTest
A0 5L 0022
Lacks3x

20103235183 51 J 2003005 100

Releaselest

20TTLIEFISSL / IR LIATIY

OROOROLE

2020.41.16. 160

j O

3. On the Configure Backup page, leave the skip DB check box deselected so backups are
taken.

4. On the Resource Package page, browse to the location where the resource file (.zip) is
located. Load the package.
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ﬂ CEBOS Instaler/ Updater (2020 |nstall)
OAD

Rescurce Package
Canhgure Backy
Resource Package
Review CiUsersidinh Downlcads) LifeSciencePack-20200427_01194456.7ip
Apply Update

Done

5. Click the next arrow on the review page and begin loading the Life Science Strings.
6. Once the operation is complete, log in to the Runtime Site and validate some of the
strings. See the examples below.
a. APQP is now Design Control.
b. Process FMEA is now Process Risk Plan.

Apply Food and Beverage Strings

If the customer is a Food and Beverage customer and it is required to apply Food and Beverage
strings, follow the instructions below. If there is a question as to whether or not this step should
be executed, please see the Consultant on the project.
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1. Goto QAD EQMS 2025.1 and download the Food and Beverage Resource pack.

QAD EQMS 2024

Packages

& AD EQMS 2024 (See Release Schedule Below)

* QAD EQMS Site Manager

* (QAD EQMS Environment Manager 2025 (2023.47.07.9)
* (QAD EQMS EZ Data Load 2023 (2023.47.24.9)

* |ife Science Resource Pack 2024

* Food and Beverage Resource Pack 2024

a.
2. Open Site Manager and select the Update From Resource Pack operation.

M CEBOS Instafler [ Updater (2020install)
QAD

Select Operation

2020

MO ARSI 0TS

2020Install

Apply Update 2020012451 /208000724 ;___': Update

.t Configure new Site

—

e 2020Regression ) Remove

-
A0 E2 251 022

) Run LibraryBuilder
Encrypt 25

20200033 51/ 2039.00:39 i Update From Resource Pack

InstallTest

fruurih e W L e

Lacks3x

2010322518351 J 300005 100

ReleaseTest

2019 1LIEHESL / 20IRLIATY

OROOEROLE

2020.41.16. 160

j O

3. On the Configure Backup page, leave the skip DB check box deselected so backups are
taken.

4. On the Resource Package page, browse to the location where the resource file (.zip) is
located. Load the package.
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n CEBOS Instaler/ Updater (2020 |nstall)
QAD

Rescurce Package

Canhgure BEackup

Resource Package

Review CiUsersidinh Downlcads) LifeSciencePack-20200427_01194456.7ip
Apply Update

Done

20204716160

©

5. Click the next arrow on the review page and begin loading the Food and Beverage
Strings.
6. Once the operation is complete, log in to the Runtime Site and validate some of the
strings. See the examples below.
a. APQP is now Design Control.
b. Process FMEA is now Process Risk Plan.

Update the SQL Login

For Cloud installations, the SQL Login must be updated to remove certain permissions. The
below instructions should only be executed if your policy prohibits third party applications from
using a SQL login with sysadmin rights.

1. On the SQL Server, log in to SQL Management Studio using a SysAdmin account (e.g. sa
or windows account).
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2. Expand the Security folder in SQL Server Management Studio and locate the SQL login.

= [ Security
1 Logins h
[ Server Roles
[ Credentials
3 Audits
[ Server Audit Specifications

= [0 Secunty
= [d Logins
&, #2MS_PolicyEventProcessir
&, 22MS_PolicyTsqlExecution
frf BUILTINVUsers

A mgladmin ?

b A N'I("AUTHORIT\"\ STEM

3. Open the login by double clicking, click Server roles, and remove the checkmark from the
sysadmin checkbox.

Sarver role is usad to grant senver-side securty privieges to a user.

Server mles:

a. Double-click the SQL login to bring up the Login properties.

b. Click User Mapping.

c. Select the check box next to the Meta, Runtime, and IDP databases and select db
owner for each database.
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_________

Ligr name: |ma Ladkmin || semen
2 Windows sutherbication
%) SOL Server suthenbcation
Paasword |Il-llll-l TITITIL] I
Corfem password: |ili-il-H-i-il-H I
[[] Specty old password
L] Erforce password pokcy
[ ] Enforcn password mpirntion
(] Useer st chirsgss pastiesed ot s kg
! Mapeed b conficnte ' v
_) Mapped to asymmeing key ._._:
] Map b Crectential v Add ]

fT. T o T [
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Map  Diatahase

maLe
ol 3
matsE0EL4
met s B0 30
metaEQEIHTTF S

e
madh

O000Ox0Oao

[[] ‘Guest sccourt snabled for: suntme E0E28Hps

Disinhase mie membership for nuntime EDE2dhisps

] d _sccessadmn
[ & _backoupaperator
[] b _cintmepaedor
[ db_dist st
s _diclladenn
db_derydatareader
[ dtr_charmydat mariter
[] e _owner
] dby_sescuritydimin
[ e

-53 -



Chapter 4 - Setup Email and LDAP

i Dsem v [ree

Gerersl
B Sarver Roles ]
5 Uner Mapoing ibers magend 1 thes g
il Secstis Mg Datsbass User Dol Schema [~]
B St (] | matar
[0 eeta3d
] B
¥ metaEOE o e =}
ﬂa | metaEOBXMTTPS | maladmn Cls
[ mod
[ e
O nrimed
[ nrtmeERE24
[ nrimeElE2dEps
[ nrtmeEREH0
| L[] wm [~
s || Cass moctunt anabled ion melsE0BIHT TFS
QOCOCADWINSEN SOLEXPRES! byt roie membarship for: mets EQBIHTTFS
‘:"‘_'m' [] g _pocessademin
& _hackumapertor
& Vewcoectionomueses | |L] b datarsader
[ b _dtwrter
[ | db_ddadmn
[ db_derycistmacer
|| db_derydatwrter
ﬂE_
& _peourtyadmn
Faady Em

1ii.

-54 -



Setup Email and LDAP

1v.

g Tk

=55 -




	Copyright
	Introduction
	About This Guide
	Prerequisites for the Installation of QAD EQMS 2025.1

	SQL Server Setup
	Web Server Setup (IIS)
	Download Site Manager and the QAD EQMS 2025.1 Package
	Install QAD EQMS 2025.1
	Open Site Manager and Begin Installation
	Set Up the Databases
	Set Up the Application Site
	Creating the Admin Password
	Set Up the Web API Layer
	Set Up the HTML Client
	Set Up Admin Tools API
	Set Up Admin Tools Client
	Set Up the Identity Server
	Set Up the Document Service
	Set Up Esync API
	Set Up InteropService Site
	Set Up Notification Service
	Set Up Tracking Service
	Web API Configuration
	Set Up App Extender Client Configuration
	Set Up Admin Tools Api
	Set Up Identity Server
	Set Up Document Service (File Storage Path)
	Esync Service Configuration.
	Set Up DocumentService Configuration
	Set Up InteropService Configuration
	Set Up Notification Service Configuration
	Set Up Tracking Service Configuration
	Review

	Setup Email and LDAP
	Setup Email
	Setup LDAP
	Setup Supplier Account Creation Setup
	Apply Life Science Strings
	Apply Food and Beverage Strings
	Update the SQL Login

	Bookmarks
	_Ref478128787


