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Chapter 1:

Introduction

This chapter provides an overview of the Production Execution installation process and the
software and environment requirements:

Overview

Software and Environment Requirements
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Overview

Installing Production Execution requires the following three sets of artifacts:

1. Adaptive UX-related components. Installed with the peaux-app YAB package.

2. Ignition and MariaDB related components. Installed with the manufacturer's installation

package.

3. Nifi flow related-components. Installed with the penifi YAB package.

Depending on the implementation needs and goals, each of these pieces can be installed on a

single server or on two servers. The following diagram shows the installation options.
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The peaux-app and penifi packages are installed using yab. Ignition and MariaDB-related

artifacts require manual installation.

Cloud Installation

QAD recommends installing Production Execution in the Cloud; therefore, the instructions in this

installation guide are for Cloud installations only. For information about On-Premise

installations, please contact QAD Services.

Comments? Submit feedback here
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Software and Environment Requirements

The following sections describe the software and environment and other requirements for
installing Production Execution on a single server or on multiple servers.

Single-Server Requirements

If you are installing the three sets of artifacts on a single server, the server must have the
following software and environments to install software for Production Execution:

Enterprise Edition 2016EE and above

QAD Automation Solutions: Data Collection v3.2.2.10 or above

QAD Automation Solutions: Label Printing Services v3.2.0.0 or above
QAD Production Orders 3.2.4.0 or above

Java Runtime Environment (JRE) 1.8 or above

Progress 11.7 or above

YAB 1.14.1 or above (yab-ee-app 1.14.1.0 or above)
gad-enterprise-platform v3.14.10.0 and above

If installing on a UNIX Server, the zip and unzip packages must be installed

being installed, see the Ignition website for software and hardware requirements:
https://inductiveautomation.com/downloads/

7

Production Execution supports Ignition v8.0.15 or above. For the version of Ignition

e Production Execution supports MariaDB v10.5.x. See the MariaDB website for software

and hardware requirements: https://mariadb.com/

Multiple Server Requirements

If you are installing the three sets of artifacts on separate servers, you must have the following

software and environment to install software for Production Execution:

Adaptive UX Components and Nifi Flow Components

The server where the Adaptive UX components are installed must have the following software

and environment to install software for Production Execution:

Enterprise Edition 2016EE and above

QAD Automation Solutions: Data Collection v3.2.2.10 or above

QAD Automation Solutions: Label Printing Services v3.2.0.0 or above
QAD Production Orders 3.2.4.0 or above

Comments? Submit feedback here
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Java Runtime Environment (JRE) 1.8 or above
Progress 11.7 or above

YAB 1.14.1 or above (yab-ee-app 1.14.1.0 or above)
qad-enterprise-platform v3.14.10.0 or above

Ignition and MariaDB Components

The server where the Ignition and MariaDB components are installed must have the following

software and environment to install software for Production Execution:

Production Execution supports Ignition v8.0.15 or above. For the version of Ignition
being installed, see the Ignition website for software and hardware requirements:
https://inductiveautomation.com/downloads/

Production Execution supports MariaDB v10.5.x. See the MariaDB website for software

and hardware requirements: https://mariadb.com/

PElgnition package (downloaded from the QAD store during the installation process).
This package contains artifacts required for Ignition and MariaDB configuration.
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Chapter 2:

Installing Production Execution

This chapter provides detailed instructions on installing Production Execution:

Installation Overview

Installing Production Execution

Updating Nifi Flow Components
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Installation Overview

This chapter describes how to install the three sets of artifacts for Production Execution:

e Ignition
e Maria DB
e Adaptive UX

The installation instructions in this install guide are for Cloud installations. The installation
packages for each set of artifacts do not need to be downloaded and are installed from the Cloud
catalog.

Note: For information about On-Premise installations, please contact QAD Services.

Installing Production Execution

Pre-Installation Tasks

Back Up Databases

Before installing the three sets of artifacts for Production Execution, back up your databases and
supporting environments.

To back up all databases, execute the command:
> yab database-backup
Alternatively, to back up a specific database, execute the command:
> yab database-[INSTANCE]-backup
Download PE Ignition Package

Download the PE Ignition package from the QAD Store onto the server where Ignition and Maria
DB will be installed. The PE Ignition package contains artifacts for MariaDB and Ignition

configuration.

Installing Ignition and MariaDB Artifacts

Stop Firewall

Before installing Ignition and the Maria DB artifacts, stop the firewall with the following
command. Make sure ports are open to red-hat linux repositories.

service firewalld stop

Q)
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Installing MariaDB

1. Create the following MariaDB. repo file if it does not exist. If this file exists, skip to
the next step to update the file.

/etc/yum.repos.d/MariaDB.repo

2. Specify the version of MariaDB to be installed by adding the following lines to the
MariaDB. repo file:

[mariadb]
name = MariaDB-10.5
baseurl=https://yum.mariadb.org/10.5/centos7-amd64

# alternative:

baseurl=http://archive.mariadb.org/mariadb-10.5/yum/centos7-amd64
gpgkey=https://yum.mariadb.org/RPM-GPG-KEY-MariaDB
gpgcheck=1

3. Create a directory to store MariaDB data and configuration files; for example,
/dr01/mariadb/mysq]l.

sudo mkdir -p /dr0l/mariadb/mysqgl
4. Add user mysql if it does not exist.
sudo useradd mysqgl
5. Update ownership of the folder /dr01/mariadb to mysql user.
sudo chown -R mysqgl: /dr0l/mariadb
6. Run the following command to install MariaDB Server and MariaDB Client:
sudo yum install MariaDB-server MariaDB-client

€9

7. The following installation information is displayed. When prompted, enter “y” to
confirm.

Install 3 Packages (+8 Dependent packages)
Total download size: 53 M
Is this ok [y/d/N]: vy

Retrieving key from
https://yum.mariadb.org/RPM-GPG-KEY-MariaDB
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Importing GPG key O0x1BB943DB:

Userid: "MariaDB Package Signing Key
<package-signing-key@mariadb.org>"

Fingerprint: 1993 69e5 404b db5fc 7d2f e43b cbcb 082a 1bbd
43db

From: https://yum.mariadb.org/RPM-GPG-KEY-MariaDB
Is this ok [y/N]: y

Remove all content from /etc/my.cnf and update it with the following lines. Root or
Sudo permission might be required for updating the file.

#

# This group is read both by the client and the server
# use it for options that affect everything

#

[client-server]

#

# include *.cnf from the config directory

#

!includedir /etc/my.cnf.d

Update /etc/my.cnf.d/server.cnf to specify the datadir and socket path. The
following four lines under the [mysqld] tag need to be entered. The other tags should not
be changed. Root or Sudo permission might be required for updating the file.

[mysgld]
datadir=/dr01l/mariadb/mysql
socket=/dr0l/mariadb/mysgl.sock
character set server=utf8
collation server=utf8 general ci

Update /etc/my.cnf.d/mysgl-clients.cnf to specify the path to the
mysqgl.sock file. The following line under the [mysql] tag needs to be updated. The
other tags should not be changed. Root or Sudo permission might be required for
updating the file.
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[mysql]
socket=/dr0l/mariadb/mysgl.sock
11. Install the system table by entering:
sudo mysqgl install db
12. Change the ownership of the file under /dr01/mariadb/mysqgl by entering:
sudo chown -R mysqgl: /dr0l/mariadb/mysqgl
13. Enable MariaDB by entering:
sudo systemctl enable mariadb
14. Start MariaDB by entering:
sudo systemctl start mariadb
15. Secure the MariaDB installation by entering the following command:

sudo mariadb-secure-installation -S
/dr0l/mariadb/mysqgl.sock

a. When prompted for root user password, press Enter/leave blank.
Enter current password for root (enter for none):
b. Enter the following when prompted:
Switch to unix socket authentication [Y/n] n
Change the root password? [Y/n] Y
Enter new password that you want to set for root user
New password: <enter new root user password>

Re-enter new password: <re-enter new root user
password>

Remove anonymous users? [Y/n] Y

Disallow root login remotely? [Y/n] n

Remove test database and access to it? [Y/n] ¥
Reload privilege tables now? [Y/n] Y

16. Create “database qad” and then load schema and data:
a. Create Database qad by entering:
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mysgl -S /dr0Ol/mariadb/mysgl.sock -u root -p

b. Enter Password: <enter root password>
Enter the following:

MariaDB [ (none) ]> create database gad;
MariaDB [ (none)]> exit;

d. Switch to the folder where the PEdbanddata . sqgl file is available or edit the
directory location in the command itself:

mysgl -S /dr0l/mariadb/mysgl.sock -u root -p gad <
<directoryLocation>/PEdbanddata.sql

Note: The PE Ignition package that was downloaded contains the
PEdbanddata.sql file.

e. Enter Password: <enter root password>
17. Provide remote access for root user by entering the following:

sudo mysgl -S /dr0Ol/mariadb/mysqgl.sock -u root -p
Password: <enter root password>

MariaDB [ (none)]> CREATE USER 'root'@'$' IDENTIFIED BY '
<enter root password>';

MariaDB

[ (none) ]> GRANT ALL PRIVILEGES ON *.* TO
'root'@'S%'

WITH GRANT OPTION;

MariaDB [ (none)]> GRANT ALL PRIVILEGES ON *.* TO
'root'@'localhost' WITH GRANT OPTION;

MariaDB [ (none)]> FLUSH PRIVILEGES;
MariaDB [ (none)]> exit;

18. The installation of MariaDB is complete. Proceed to the next section and install Ignition.

Installing Ignition
1. Download Ignition installer package v8.0.15:

https://inductiveautomation.com/downloads/archive/8.0.15

2. Select the Ignition package based on the OS.

Note: If installing on a Linux server, make sure the downloaded file has execute
permissions.

Q)
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3. Execute the install file. You can log in as root or use the sudo command to install:
sudo ./ignition-8.0.15-1linux-x64-installer.run
a. Specify the username for installing Ignition.
Username: <username to install ignition>

b. Enter the Ignition Package installation location; for example,
[/ust/local/bin/ignition]: /dr01/ignition:

[/usr/local/bin/ignition]: <directory path of
ignition install>

c. Specify if the installation type is typical or custom. It is recommended that you
select the “1 (Typical)” option:
m [1] Typical - Includes Ignition with SQL Bridge, Perspective, Vision,
OPC-UA, and driver modules for Allen-Bradley, Siemens, and
MODBUS devices.
m [2] Custom - Install additional modules and adjust the default modules to
install.
d. Setup is now ready to begin installing Ignition on your computer. Enter “Y” to

begin installation:
Ready to Install
Do you want to continue? [Y/n]: ¥
e. A confirmation message is displayed when the installation is complete:
Ignition Successfully Installed
f.  Enter “Y” to start Ignition:
Start Ignition Now [Y/n]: Y
g. Enter “Y” to install service:
Install Service [Y/n]: ¥

4. Copy the following three Kafka scripts, which are available in the package, into
/usr/bin or any other directory that is in the system PATH:
e rdkafka simple producer.sh
e rdkafka simple producer ssl
e rdkafka simple producer

5. Set execute permissions to the scripts by entering:

M
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sudo chmod +x
<scripts-location>/rdkafka simple producer.sh

rdkafka simple producer ssl rdkafka simple producer

6. The installation of Ignition is complete. Restart the firewall and then proceed to the next
section to install the Adaptive UX components and Nifi.

Restart Firewall

After installing MariaDB and Ignition, restart the firewall. Make sure ports are open to red-hat
linux repositories.

service firewalld start

Installing Adaptive UX Components and Nifi Flow Components

The Adaptive UX and Nifi Flow components are installed using YAB.

YAB is a configuration management tool you can use to start, stop, reconfigure, and maintain the
consistency of your Enterprise Edition environments. Your environment is defined in terms of

discrete units, or packages, which you can replace and add as needed.
See QAD Enterprise Edition Installation Guide for more information about using YAB.

The peaux-app-.x.x.x.x package contains the Adaptive UX components. The penifi-x.x.x.x
package contains the Nifi Flow Components.

Note: If you are only updating to a new version of the Nifi Flow components, see Updating Nifi
Flow Components.

Follow these steps to install the Adaptive UX and the Nifi Flow components:

1. Add the following properties to the configuration.properties file and
customize its value as per your configuration needs.

pe.mariadb.name=<Name of the MariaDB database>

pe.mariadb.host=<Hostname where MariaDB database is
installed>

pe.mariadb.port=<Port configured for MariaDB>

pe.mariadb.user=<MariaDB login credentials for user with
write access to Production Execution tables>

pe.mariadb.password=<MariaDB login credentials for user
with write access to Production Execution tables>

Q)
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pe.integration.user=<AUX login credentials for user that
is used by Nifi to login to AUX and invoke APIs>

pe.integration.password=<AUX login credentials for user
that is used by Nifi to login to AUX and invoke APIs>

pe.gms.images.targetdirectory=<Target Directory for
storing QMS artifacts>

pe.gms.images.sourcedirectory=<Source Directory for
getting QMS artifacts>

2. To install both packages via the Cloud catalog, enter the following yab command:

yab install peaux-app-xXx.X.x.X penifi-x.x.x.x

Configure Ignition Gateway

This section describes the steps required to configure the Ignition Gateway after it has been
installed. During this configuration procedure you will:

Create the Admin user and set the password.

Update the port numbers used to access Ignition Gateway.
Import project files, which contain PE functionality.
Create a database connection for MariaDB.

Create a new User Source, which connects the user roles provided with MariaDB with the
Ignition project.

Create a new Realtime Tag Provider, which provides additional functionality for PE.

Link project files with User Source and Tags.
Follow these steps to configure the Ignition Gateway:

1. Check if the Ignition Gateway is started by entering:
sudo <Ignition installation directory>/ignition.sh status
Note: If the Ignition Gateway is stopped, enter the following command to start it:
sudo <Ignition installation directory>/ignition.sh start

2. Ignition gateway is configured from a web browser. You will need the ignition gateway
port, which is located in this file:

<Ignition installation directory>/data/gateway.xml.
3. For new installs, the default port is 8088:

<entry key="gateway.port">8088</entry>

Q)
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4. Access the Ignition Gateway from a web browser by entering:
http://<hostname>:<port>
Note: If it not accessible, the port needs to be updated by entering:

sudo <Ignition installation directory>/gwcmd.sh -k <new
port>

5. On the welcome page, select Ignition.

WELCOME TO IGNITION
Select which version to install

Wgﬂ; Ig n il'io n\./ Ignition EDGE::-.‘

A free, limited version of Ignition for personal, non- Our flagship platform for building unlimited Alightweight version of Ignition suited for edge-of-
commercial projects.

industrial automation applications. network Installations.

Ignition >

For personal use only

6. Navigate through the terms and conditions page.

Q)
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Ignition‘./

End User License Agreement

IMPORTANT - Read this License Agreement carefully before clicking the Agree button. By clicking on the
Agree button, you agree to be bound by the terms of the License Agreement.

lgnition by Inductive Automation® Software License
Agreement (JASLA)

Effective 7/22/2020

IMPORTANT - READ CAREFULLY: THIS INDUCTIVE AUTOMATION

SOFTWARE LICENSE AGREEMENT {"IASLA") IS A LEGAL AGREEMENT

BETWEEN YOU (EITHER AN INDIVIDUAL OR A SINGLE ENTITY) AND

INDUCTIVE AUTOMATION. BY DOWNLOADING, INSTALLING OR -

do not agres with the terms and conditions. Open in new tab (4

@ | have read and agree with the terms and conditions.

L]
Next

7. Create a user in Ignition for the Admin role and then set the password.

Note: Make a record of the username and password because these credentials are used
each time you access the Ignition Gateway.

Q)
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Ignition‘./

Create a User

Take a moment to create your first user account. This user, by default, will have access to full

Administrative privileges in Ignition. This can all be edited later in the Gateway.

Username
admin
Enter Password Password Strength Very Poor @
. ]
we kLTI . Your password is easily guessable, You can do better,

Confirm Password

e
Next

8. Update the port numbers for HTTP Port and HTTPS Port access. The port numbers that
are entered are used to access the Ignition Gateway using the URL.

Q)
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Ignition‘./

Configure Ports

Configure which ports you would like the Ignition Gateway to bind to for HTTP and HTTPS.
If you're unsure, leave the defaults, they work well in the majority of situations.

HTTP Port

22003
(default: 8088)

HTTPS Port

8043

(default: 8043)

L]
Finish Set

9. Next, import the Project .zip file and connect MariaDB.
10. Select the Config menu icon on the Ignition Gateway Home Page.

Q)
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Ignition

a B
vome  Trial Mode 1

> Get Started

50 We're glad you're test driving our software. Have fun.

Download Ignition Designer Launcher

4__

Ignition Designer Launcher

Download the lgnition Designer Launcher to create or modify your projects.

Download Application Launchers

Perspective Session Launcher
Download the Native Client Launcher to open Vision clients from Launch a Perspective session directly in your browser or
any Ignition Gateway. download the native application.

——

Learn Ignition

Vision Client Launcher

Take advantage of our tools to get designing quickly and take your ideas from concept to reality. The User Manual is a wealth of easily searchable knowledge and the Inductive University has
hundreds of short videos covering the basics of Ignition.

Quick Start Guide Inductive University
e With a wealth of easily searchable knowledge the @ INDUCTIVE IU has more than 600 searchable videos and 20
Ignition Ignition user manual has everything you need to get UNIVERSITy  coursesto helpyou lear how o use Ignition at your
i manma started and get your questions answered. own pace on any device.
Product Documentation Appendix

OOO Learn more about each Ignition module and what you Cooo) A complete reference for components, expressions,
candowithit. and scripting functions in Ignition.

11. Select Projects from the Config menu. The Projects option allows users to import projects
into the environment.

Ignition

S5YSTEM

Backup/Restore
Ignition Exchange
Licensing
Modules

Projects
Redundancy

Gateway Settings

NETWORKING

Web Server

Gateway Network

Email Settings

QAD
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« < 1 ofl

Filter View 20 ¥
Enabled Inheritable Parent project Actions

Name ~ Description
There are na projects matching the search criteria.

« < 1 ofl

- Create new project...

= [mport project...

12. Import the global. zip Project file by selecting Choose File and then locating the file.

The Project file is provided in the PE Ignition installation package.
13. In the Project Name field, enter “global” and then select the Allow Overwrite check box.

14. Select Import.

Import Project

Import from File Choose File | global.zip

Project Name global

Allow Overwrite

15. Import the SF_ 3 5 0 0.zip Project file, which is also provided in the PE Ignition

‘ Cancel

installation package.
16. In the Project Name field, enter “SF 3 5 0 0” and select the Allow Overwrite check

box.
17. Select Import.

Import Project

Import from File Choose File | SF_3_5_0_0.zip

Project Name [ SF_3_5_0_0 ]

Allow Overwrite

18. Create a new database connection for MariaDB. From the Config menu, select Databases

‘ Cancel

> Connections.

QAD

Comments? Submit feedback here


https://docs.google.com/a/qad.com/forms/d/e/1FAIpQLScKAj0EeS1jRheRgmDfa-kbzYY4yZHK7Ily-ULjH1ZV6wGbJA/viewform

24 QAD Production Execution Installation Guide

Ignition

SYSTEM
Overview
Backup/Restore
Ignition Exchange
Licensing
Modules
Projects
Redundancy

Gateway Settings

NETWORKING

Web Server

Gateway Network

Email Settings

SECURITY
Auditing
Users, Roles
Service Security
Identity Providers
Security Levels

Security Zones

DATABASES
Conn
Drivers

Store and Forward

19. Select Create new Database Connection and then select the MariaDB database
connection.

Name Description

Mo Database Connections

= Create new Database Connection...

Q)
Comments? Submit feedback here
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' Select the correct JDBC Driver for the type of database you wish to connect to. If no driver corresponds to your database, go to the Driver Configuratic

® MariaDB

The MariaDB {a community-owned fork of MySQL) JDBC Driver - compatible with all MariaDB servers and MySQL 5.x (== 5.5.3).

_) Microsoft SQLServer

The Microsoft SQL Server JDBC Driver is a Java Database Connectivity (JDBC) 4.2 compliant driver.

O MysQL
The official MySQL JDBC Driver, Connector/J.

) oracle Database

The Oracle Database JDBC driver.

) PostgreSQL
The official PostgreSQL JDBC Driver.

) sQLite

Driver for the popular embedded database system.

20. Enter the Connection details for MariaDB:
Field Setting
Name pesql
Description PE SQL MariaDB Connection
JDBC Driver MariaDB
Connect URL Make sure the port and database name are specified correctly.
Username <username for mariaDB database>
Password <mariaDB password for username>

Q)
Comments? Submit feedback here
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Comments? Submit feedback here
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Main Properties

Name pesal
Choose a name for this database connection,
PE SQL MariaDB connection
Description
Z
JDBC Driver [+ EITELLE v
The JDBC driver dictates the type of database that this connection can connect to. It cannot be changed once created.
jdbc:mariadb://localhost:3306/qad
The Connect URL is JDBC-driver specific. It usually contains the address of the machine that the database is running on.
The format of the MariaDB connect URL is:
Comnect URL ]dec:marladb:Uhost:pért{database
With the three parameters (in bold)
host: The host name or IP address of the database server.
port: The portthat the database server is running on. MariaDB default port is 3306.
database: The name of the logical database that you are connecting to on the MariaDB server.
Username root
Password e
Password -
Re-type password for verification.

21. After the connection details are saved, the connection Status should display as Valid.

v Successfully created new Database Connection "pesql”
Name Description JDBC Driver Translator Status

pesql PE SQL MariaDB connection MariaDB MYSQL valid | delete | m

22. Next, create a New User Source by selecting Security > Users, Roles in the Config menu.
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Ignition
ﬁ SYSTEM

rome Overview
il Backup/Restore
Status Ignition Exchange
n Licensing
Config Modules

Projects
Redundancy

Gateway Settings

NETWORKING

Web Server

Gateway Network

Email Settings

SECURITY
Auditing
Users, Roles
Service Security
Identity Providers
Security Levels

Security Zones

23. Select Create new User Source.

Name Type Description
default Internal This is the default and always present internal authentication profile.
opcua-module Internal OPC UA clients will authenticate against this profile by default.

= Create new User Source...

24. Select Database as the new User Source.

Q)
Comments? Submit feedback here
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) Active Directory

Authorization managed by Microsoft's Active Directory over LDAP (Lightweight Directory Access Protocol).

' AD/Database Hybrid

User authentication is handled by Microsoft's Active Directory, but roles are found by querying an external sgl database.

' AD/Internal Hybrid

User authentication is handled by Microsoft's Active Directory, but role management is handled by Ignition internally.

® Dpatabase

Authorization managed externally by a database with the proper user and role tables.

) Fallback Cache

User source for local client fallback projects that cache remote credentials.

' Internal

Users managed internally by the Ignition Gateway.

25. Enter Details for the new User Source:

Field Setting

Authentication SELECT SUBSTRING INDEX(SUBSTRING INDEX(emp sort,'', 1),'", -1)
Query as firstname, SUBSTRING INDEX(SUBSTRING INDEX(emp_sort,'', 2),'",
-1) as lastname FROM IgnitionEmployee WHERE emp_addr = ? AND
IgnitionPassword = MD5(?)

List Role Query | SELECT CONCAT(RoleName, ';', IgnitionRoleDomain) as rolename FROM

IgnitionRoles
User’s Roles SELECT CONCAT(IgnitionRoleName, ';', IgnitionRoleDomain) as rolename
Query FROM IgnitionRoleMapping WHERE IgnitionEmployee = ?

List Users Query | SELECT emp addr AS username,
SUBSTRING_INDEX(SUBSTRING INDEX(emp sort,'', 1),'",-1) as
firstname, SUBSTRING INDEX(SUBSTRING_INDEX(emp_sort,'", 2),"'", -1)
as lastname FROM IgnitionEmployee

Q)
Comments? Submit feedback here
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Name dev
Description
v
Schedule [CJUsers are only able to log in when their assigned schedule is active.
Restricted (default: false)
Failover Source cnene- M

If this source is unreachable for authentication, this failover source will be used instead.

Hard v
The failover mode to use if a failover source is set.
Failover Mode Hard: Failover only if this source is un-reachable.
Soft: Try the failover source when a user fails to authenticate with this source.
(default: HARD)
Cache Validation i
Timeout The amount of time in milliseconds between cache updates of the user source. Values less than zero disables the cache.
(default: 60,000}
Lockout Enabled [:] Locknut.a user's account after more than the maximum allowed number of failed authentication attempts occur within the lockout window
(default: true)
5
Lockout Attempts  y;.imum number of failed authentication attem pts allowed within the lockout window before locking the user out. Values less than one disables lockout.
(default: 5)
15
Lockout Window 75 4, ration of the lockout window in minutes. Values less than ane disables lockout.
{default: 15)

Database pesql M

Choose the database connection this user source will use.

Manual v

Mode In Automatic mode, tables will be created for you and all interaction with the database is handled automatically. In Manual mode, you write queries by hand against tables that
you've created. Management of users (adding, removing etc) is not supported in manual made.

(default: Automatic)

scada_
Tablename Prefix .

in automatic mode, tables will be created to store the users and roles. They will have this prefix.
(default: scada_)

Comments? Submit feedback here
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Manual Mod

SELECT SUBSTRING_INDEX(SUBSTRING_INDEX(emp_sort, ', 1}, "', -1} as firstname, SUBSTRING_INDEX(SUBSTRING_INDEX{emp_sort, ', 2}, ', -1} as lastname FROM Ignitiont

Aasthentrcation A query that must return a row if the given username and password comb'lrnation prolvidedris valid. Trhe query willberunasa prepa[ed statement, 50 use question mark (?) to
Query represent username first and then password. The returned row may contain the user's basic properties under the column names: [firstname, lastname, schedule, language,

notes, badge]

Example: SELECT firstname, lastname, schedule FROM USERS WHERE username = ? AND password = MD5(?)
Badge " . -
asthientcation A query that must return a row if the given badge provided is valid. The query will be run as a prepared statement, so use question mark (?) to represent the badge. The returned
Query row must contain the username and may contain the user's basic properties under the column names: [firstname, lastname, schedule, language, notes, badge]

Example: SELECT username, firstname, lastname, schedule FROM USERS WHERE badge = ?

SELECT CONCAT(RoleName, "5, IgnitionRoleDomain) as rolename FROM IgnitionRoles

ListRoles Query A query that returns all possible roles that any user could be a member of. The role names must be returned in the first column of the query's results.

Example: SELECT rolename FROM roles

User's Roles
Query

SELECT CONCAT(IgnitionRoleName, '}, IgnitionRoleDomain) as rolename FROM IgnitionRoleMapping WHERE IgnitionEmployee =7

A query that returns all of the roles that the provided user belongs to. The roles must be strings and must be in the first column of the query's results. The query willbe runas a
prepared statement with one parameter: the username.

Example: SELECT rolename FROM mapping_table WHERE username = ?

List Users Query

SELECT emp_addr AS username, SUBSTRING_INDEX(SUBSTRING_INDEX(emp_sort, "', 1), '}, -1) as firstname, SUBSTRING_INDEX{SUBSTRING_INDEX(emp_sort, "', 2),",-1) as

A query that returns a row containing each username. There must be at least one column: the username. Other columns are optional, supported columns are: [username,
firstname, lastname, schedule, language, notes, badge].

Contact Info

Query A query that returns all of the contact info for the user. The first column must be the contact type, the second column the contact value. Optional, may be blank.
Example: SELECT contact_type, contact_value FROM user_contact WHERE username=?

Schedule

Adjustment Aquery that returns the upcoming schedule adjustments for the user. Columns must be Start(date), End(date), Available(boclean), Note(string). Optional, may be blank.

Query Example: SELECT start_date, end_date, is_available, note FROM user_schedule_adj WHERE username=?

Extra Properties

Query +2 A query that returns name, value pairs of extra properties for the user. Will be run with ocne parameter: the username. Optional, may be blank.

Example: SELECT prop_name, prop_value FROM user_props WHERE username=?

26. After the User Source is saved, a confirmation message is displayed.

v Successfully created new User Source "dev"

Name

default

dev

opcua-module

Type Description

Internal This is the default and always present internal authentication profile. ‘ manage users | m
Database | More w | m
Internal OPC UA clisnts will authenticate against this profile by default. | More w | m

27. Create a new Realtime Tag Provider by selecting Tags > Realtime from the Config menu.

Comments? Submit feedback here S48
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: Connections

X Drivers
Config

Store and Forward

ALARMING
General
Journal
Notification
On-Call Rosters

Schedules

TAGS

History

Realtime

28. Select Create new Realtime Tag Provider.

Name Description Enabled Type

default Default tag provider true Standard Tag Provider | delete | @

= Create new Realtime Tag Provider...

29. Select Standard Tag provider.

@® standard Tag Provider

Tags are stored inside of Ignition and executed by the system.

O Remote Tag Provider (Gateway Network)

Creates a link to a tag provider on a different system through the Gateway Network.

Next >
30. Enter Realtime Tag Provider information:
Field Setting
Name peTag
Description PE Tag Provide
Enabled Yes/Check box selected
Default Database pesql

Q)
Comments? Submit feedback here
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Name peTag
PE Tag Provider
Description
Enabled B
(default: true]
Other
Default Database pesgl v

31. After the Realtime Tag Provider is saved, a confirmation message is displayed.

v Successfully created new Realtime Tag Provider "peTag"

Name Description Enabled Type
default Default tag provider true Standard Tag Provider | delete ‘ m
peTag PE Tage provide true Standard Tag Provider | delete ‘ m

32. Next, edit the Project so that it can use the pesql database and peTag. Select Projects from
the Config menu.

Ignirion‘./

SYSTEM
Overview
Backup/Restore

Ignition Exchange

n Licensing

Config Modules

Redundancy

Gateway Settings

33. Forthe SF 3 5 0 Project, select Edit.

Q)
Comments? Submit feedback here
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Filter View 20 v
Name « Description Enabled Inheritable Parent project Actions
SF_3.5_00 QAD Production Execution true false global | More - |

34. Enter the following information:

Field Setting

User Source dev

Default Database pesql

Project Settings
Name * SF_3.5.0.0

QAD Production Execution
Description

&
Title QAD Production Execution
The title for the project. This can contain more characters than the name (space, etc), and will be used to represent the project to users. If empty, the name will be used.

Enabled Adisabled project will not be active on the Gateway, but will remain editable in the Designer.
Inheritable () Inheritable projects are not ble 2s a stand-alone project, but areii to provide shared resources to one or more child projects.
Parent Project global v
User Source dev N
Default Database ~ pesql M
Default Tag .
Provider PeTg

Install and Configure the Ignition Designer
This section contains instructions to configure the Ignition Designer.
In this procedure, you will,

Download and install Ignition Designer.
Import Tags and Tag Groups, which provide additional functionality for PE.
e Import the images/icons that are displayed on the Production Execution screens.

1. Download the DesignerLauncherSetup.exe file from the Ignition Gateway
homepage. Open the .exe file and follow the install instructions on the screens.

Q)
Comments? Submit feedback here
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Download Ignition Designer Launcher

7.0} lgnition Desigher Launcher
. { L Download the Ignition Designer Launcher to create or modify your projects.

_.:" Download the Designer Launcher

We've detected you're on Windows. Download the Designer Launcher for Windows
and follow these steps below to install.

2. Once installation is complete, open the Ignition Designer and select Add Designer.

[/2 Ignition Designer Launcher — O X

Ignition Designer Launcher @) about %% Settings

i My Designers Add Designer

3. Select Manually Add Gateway.

[/ 1gnition Designer Launcher - O s

Ignition Designer Launcher (@ About % Settings

I ON YOUR NETWORK (0)

Name URL Version |08 System Status

4. Enter the Gateway URL: http://<hostname>:<gateway port> and then
select Add Gateway.

F -

Add Gateway *

Gateway URL

5. Select Launch.

Q)
Comments? Submit feedback here
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Ignition-vmlvgkigntestd

Launch -

6. Enter the Ignition gateway User credentials.

£ Ignition-vmlvgkigntest4 | 8.0.15

Igniﬁon‘e/aesig ner

by incluctive aulomation

7. Selectthe SF_3 5 0 0 Project and then select Open.

Open/Create Project - O >

Ignitionc/:iesigner

by inducti n

: A Import Project

Name Title Inheritable Inheritance Hierarchy Actions
global OPEN
SF 3500 QAD Production Execution SF_3.5.0_0 = global OPEN @

8. Importing Tags by highlighting Tag and selecting Import.

Q)
Comments? Submit feedback here
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SF_3_5_0_0 - Ignition-vmlvgkigntest4 - Ignition Desic

File Edit View Project Tools Help

BoE e~ % o8 o8
Project Browser g - X
Q- Project Properties .

b (¥ Alarm Notification Pipelines
.1. Sequential Function Charts
» & scripting
» ® Perspective
2% Transaction Groups
b @ Vision
» B Named Queries
Reports

Import

Tag Browser | o - X
Q C ¥-a 6 |ajl2 B

Tag Value TData Ty.. Traits

» W System
» i All Providers

9. Select the tags. json file to import. This file is available in the PE Ignition package.

Open >
Look In: Ignition-files - I O = o
images Collision Paolicy

Abort -

10. Select Tags and then the Edit Tag Group.

Q)
Comments? Submit feedback here
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File  Edit View
BB |
Praoject Browser

Q-

Project
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b (%) Alarm Notification Pipelines
o5 Sequential Function Charts

» Bl scripting
b @ Perspective

24 Transaction Groups

b & Vision
k % MNamed Queries
Reports

Tag Browser

Q | ¥-a 05

Tag
» W System
ki Vision Client Tags
» i All Providers

Component  Alignment  Shape To
s w5 w olejo-»|s-
g - X
Project Properties .4
g - X
a2\
Value Data Type Traits

11. From the Tag Group Editor Dialog box, select Import.

Comments? Submit feedback here
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Tag Group Editor x
Tag Group Editor O
For provider peTag
Tag Groups ¢ Properties

> I_l
= A —r e
Default iz L - =

Default Historical

Il e | T2 |50 4

12. Select the location where the tag-groups. json file is saved. This file is available in

the PE Ignition package.

Q)
Comments? Submit feedback here
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Tag Group Editor

Open >
Look In: Ignition-files v w N K = o
Images Collision Policy
tag-groups.json
B 2o groups, pre—
[ ] tagsjson
File Mame: tag-groups.json
Files of Type: | Tag Group Export File (.csv, json) -
Open Cancel

“ Apply Cancel

13. Next, import images/icons by extracting the image . zip file from the package into a
temporary location. Select Tools from the menu and then select Image Management.

5F_3_5_0_0 - Igniticn-vmlvgkigntestd - Ignition Designer

File  Edit View  Project Help

H [ | - - | e 8 = Console Ctrl+Shift+C
Project Browser J Gl Image Management [
Q- Filte Proje B Script Console
| E‘ Database Query Browser {

b (%) Alarm Motification Pipeline
o5 Sequential Function Charts @  Translation Manager
r B Scripting & Symbol Factory
[ @ Perspective '
24 Transaction Groups
b G} Vision

Splitter

14. In the Image Management window, select Upload new image.

Q)
Comments? Submit feedback here
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& Image Management
S @ WL F

Current Folder

]

Builtin/

Q' Tip: You can drag images and folders into this window for easy uploading.

15. From the temporary location where the unzipped images are located, select all files and

folders and then select Open.The Images.zip file is provided with the PE Ignition

package.

Comments? Submit feedback here

QAD
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[&] Open
Look In: images - w N K = o
B suiltin
B r1s mFG
B oo
B baseline_widgets_white_18dp.png
File Mame: "Builtin" "PTS MFG" "QAD" "baseline_widgets_white_18dp.png"
Files of Type: | All acceptable images (.svg, .gif, jpeq, jpg, .png) -
Open Cancel

16. It may take a few minutes for Ignition to import the images. Once the import is
completed, close the Image Management window.
17. Save the Project changes by selecting Save.

'u’ 5F_3_5_0_0 - Igniticn-vmlvgkigntestd - [gnitio

m Edit View Project Tools H

New 1
= Open.. Ctrl+0 F' s
H  saveall Ctri+s ties
H  save. Ctri+shift+s |
E  Save As..
* Update Project Ctrl+Shift+U
% Ignition Exchange
2 Import..
2 Export..

Exit

| &

18. Then select Update Project.

Q)
Comments? Submit feedback here
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5F_3_5.0.0- Igniticn-vmbegkigntestd - Ignitic

m Edit View  Project Tools H
M

ew | Al
W Open. Ctrl+C E' s
H  saveall ties
H save. Cirl+5hift+S |
B saveAs.
[*1 Update Project Ctrl+Shift+U
$£  Ignition Exchange
A Import...
2 Export...
0 Exit

Troubleshooting

Login Problems - Ignition Vision Client

Follow these steps if you cannot login to the Ignition Vision client:

1. In Designer, select Vision > Templates >Config > Data Management.

Comments? Submit feedback here

QAD
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5F_3_5_0.0- Igniticn-vmlvgkigntestd - Ignition Designer

File  Edit View Project Component  Alignment  Shape To

l:'lm|+~ a+|‘lgu i &

™ o940~ P | F - E

Project Browser ol - X

Q- Filter Project Properties .

» @ Perspective
D2 Transaction Groups
« & Vision
[& Client Events
[ E Windows
~ &7 Templates
b gm Buttons
- @ Config

& © Error Queue
= O Integration Management
® © Kafka Queue

% - Login Config

& o Order View

w ° Owerview Confin

|| [-€DaaManagement

Lal

Tag Browser o - X

2. In the Data Management screen, select Play from the top menu bar.

SF_3.5.0.0 - Ignition-vmlvqkigntest4 - Ignition Designer
Fle Edit View Project Component Alignment Shape Tools Help
BEe»[¥s a[nopj0-Plr-go)ixemaaalefcansfcoriilobs

S P kB g § e

[
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L I L

O I L I I T I LTS I T I I I R I L LT S LT
] Domain:
[ | +-<5 Data Management S % B 17 ALL =
+ [ Domain ]
+ [ GetBOPMessage ]
» [ GetDeptMessage 7]
v B Ge(DuﬁamMesgsage o1 Get Domain Data: Execute
» [ GetebLMessage 1
» [ GetEmployeeMessage q Get Site Data: | Execute Get Employee Data: |«
+ [ GetltemPackMessage 1
+ [ GetltemPackMessage 1 B
} [ GetpackcodeMessage T Get Work Center Data: | Execute Get Role Data: !
» [ GetPackCodeMassage 1 g
» [ GetProdLineltemMessage Get EDL Data: Execute Get User Mapping Data '
» [ GetProdLineltemMessage 1 ]
b [ GetProdLineltemMessage 2 ] N i, . .
b [T GetProdl ineMessane il Get Line Data: |/ Execute Get Department Data: |/
TagBronser a_x||n
Qg |v-molx 2@ 1 Get Shift Data: Execute Get Pack Code Data: |
S— Tag Value DataTy. Traits - I N N e LW W
} B DataTypes H |
Vi Alerts i Get Production Line Items: |1 Execute Get site Exception Data: |
! ]
- 1 /] Get Printer Data: /110 Execute . p
& AppGlobal 1 = [/} Get Holiday Data; | '
» i ColorScheme
- Gateway B Get Attribute Data: | /7 Execute
» i FilePaths ]
» % InDaylightTime Vermory Bool... 1 OVER (OB T e Daily Refresh At:
» % Project Identifier Query dev | Sting ]
» % SMTP Query - string
P % Tlmemr\eofﬂse( Memory QA,E m.g 1 Send PE Event Log: Execute Sync Apps Data: Execute
» % GlobalProductionOrders Query Data.. B i
\ & Customer Info ° H . Delete All Work Restore All Work
= 1 Truncate Options
» i Debug Center Tags Center Tags
» i Model 1
»

™ Supervisor
» i System

i Vision Client Tags
» i All Providers

Vision Property Editor a_ X
Bl =

3
i)
al

~ Common
Name Data Management Ed
~ Appearance

<
e
Width 1,280 . {¥ Welcome = DataManagement X

Update

Exect

Exeqt

Exect

Exect

Exec
Execl
Exect
Exect

Exect

Comments? Submit feedback here
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3. Then select Delete All Work Center Tags. Wait a few seconds while Ignition completes
the deletion process.

4. Select Restore All Work Center Tags.

5. Close the Data Management tab without saving.

EQMS PE Integration Configuration

This section only applies if EQMS is installed.

1. Download and install the Web Service module in Ignition. Make sure to install the same
version as the Ignition version that is installed:

https://inductiveautomation.com/downloads/third-party-modules

2. Download the Web Services Module file (Web Service-module.modl) for
Sepasoft, Inc.

Sepasoft, Inc. MES Modules for Ignition Version Checksum
Web Services Module (4.7 MB) 2.80.0.2006162356 STABLE ~
3. Open Ignition Gateway in the web browser.

http://<ignitionhostname>:<port>

4. Select Modules from the Config menu.

Ignition
ﬁ SYSTEM

Home

Overview
il Backup/Restore
shs Ignition Exchange
Licensing
Modules

Projects

Redundancy

Gateway Setfings

Q)
Comments? Submit feedback here


https://inductiveautomation.com/downloads/third-party-modules
https://docs.google.com/a/qad.com/forms/d/e/1FAIpQLScKAj0EeS1jRheRgmDfa-kbzYY4yZHK7Ily-ULjH1ZV6wGbJA/viewform
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5. Scroll to the bottom of the page and select Install or Upgrade a Module.

= Install or Upgrade a Module...

Mote! For details about a module's status, see the Module Status page.

6. Select Choose File and then select the downloaded Web Service-module.modl.
Select Install to install the module.

@

To install a module, choose its =.modl file and press "Install"
To upgrade a module, install the new version on top of the existing version.
Modules can be downloaded from our website,

Choose File |Web_Service-module.modl

7. Read and accept the terms in the License Agreement and then select Accept License.

8l accept the terms in the License Agreement

Accept License

8. Accept the self-signed certificate and then select Install Module.

/ !} This certificate is self-signed. This certificate has expired.

Not Valid Until  1/10/18, 4:00:00 PM

Not Valid After  3/8/21, 3:52:50 PM

Subject Name  SepaSoft, Inc.

Issuer Name Symantec Class 3 53HA256 Code Signing CA

Thumbprint [64 F39027 F3 B6 C040 7939 13 D0 74 2F 0A CC BE 5F 8C OF ]

This module was not written by Inductive Automation. Modules can make changes to your system. Make sure you trust the source of this module.
Certificate is valid from Jan 10, 2018, 4:00:00 PM to Mar 6, 2021, 3:59:59 PM. Accepting expired certificates can be risky.

B understand the risk and want to install this module.

Install Module

9. After the Module is installed, the Config > Module screen will display the SepaSoft, Inc.
module for web service.

Q)
Comments? Submit feedback here
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SepaSoft, Inc.

(self-signed certificate, expired certificate)

View Certificate

Name Version Description License State

Web Service 2.80.0 (b2006162356) (SP2) A module that provides interfacing to web services. Trial Running

10. The new MESGateway project, which is now available in the Config >Project Web
screen, needs to be updated to assign the correct Database and Tags.
11. Select Edit for the MESGateway project.

Ignition‘./
# EE

Overview

% Config > System > Projects

Trial Mode 1:30:21 We're glad you're test driving our software. Have fun.

Backup/Restore
Ignition Exchange
Licensing

Modules

Redundancy

Name ~ Description Enabled Inheritable
Gateway Settings
MESGateway This is the default project all Sepasoft modules use for storing data. true false
METWORKING
Web Sarver SF3500 QAD Production Execution true false
SR i glabal true true

Email Settings

12. Assign the Database and Tags to the MESGateway project and then select Save.

Field Setting

User Source dev

Default Database pesql

Default Tag Provider peTag

Q)
Comments? Submit feedback here

[roe~]

Parent project Actions
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Project Settings

Name * MESGateway
This is the default project all Sepasoft modules use for storing data.

Description
. MESGateway

The title for the project. This can contain more characters than the name (space, etc), and will be used to represent the project to users. If empty, the name will be used.
Enabled A disabled project will not be active on the Gateway, but will remain editable in the Designer.
Inheritable () Inheritable projects are not runnable as a stand-alone project, but are intended to provide shared resources to one or more child projects.
Parent Project -None- v

User Source dev v
Default Database pesql v
Default Tag peTag .
Provider

13. Next, configure the Web Services module in Ignition Designer to point to the EQMS host.
Open the Ignition Designer and select the MESGateway Project.

| 4| Open/Create Project — O b
P il

Ignition'sf designer

Name Title Inheritable Inheritance Hierarchy Actions

global v OPEN
MESGateway MESGateway OPEN ®
SF3500 QAD Production Execution SF.3.5.0.0 = global OPEN (0]

14. From the Project Browser, select Web Services > Consumers > SOAP Configurations >
SOAP Configurations > Skill Validation Dev.

Q)
Comments? Submit feedback here
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File  Edit View Project Tools  He

B Y o§ o8| ule
Project Browser a -
Q- K

&%) Alarm Notification Pipelines
o5 Sequential Function Charts
» Bl scripting
» @ Perspective
D Transaction Groups
b & Vision
+ & Web Services
b Q Consumers
I8 ReSTul Configurations
+ B SOAP Configurations
~ [l 50AP Configurations
@ skill validation
| | | SkilvalidationDev |
@ skill validation Test
@ skill validation UAT
b & Providers
E Named Queries

15. In the Skill Validation Dev window, enter the following WSDL link for the QMS host
that needs to be integrated:

https://<EQMS hostname>/WebApi/Integration/EmpSkillCheck.asmx?WSDL

Skill Validation Dev

SOAP Web Service Consumer Configuration

Settings

WSDL URL: | https:/fvmwgms2016.qad.com/WebApi/Integration/EmpSkillChec

16. Select Refresh to refresh all the values on the screen.
17. Enter the values as shown. The WSDL URL must contain the EQMS host name.

Q)
Comments? Submit feedback here
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Skill validation Dev

SOAP Web Service Consumer Configuration

WSDLURL: | https:/vmwgms2016.qad.com/WebApi/integration/EmpskillCheck.asmx?WsDL | £ Refresh 4 |m|| = Bl | T | B
) ~ SOAP Header
Port: EmpskillChecksoa) - Schema
& P Q El CredentialsHeader e
Operation: | GET_Update - Username malws
Password Almhi
Enceding: | UTF-8 - ~ SOAP Body
Timeout(s): 90 = GET_Update
Bypass SSL server authentication EEmpitasShis
b ing for fail : EmpCode string
Enable error reparting for failure HTTP response codes RoleCode string
WorkCenterCode string
ItemNumber string
Type: None - InspectionTypeCode string
Identifier string
Username:
Password:

Enable WS-Security

18. Save the Project changes and then Update Project.

Comments? Submit feedback here
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5F_3_5.0.0- Igniticn-vmbegkigntestd - Ignitic

m Edit View  Project Tools H
M

ew | Al
W Open. Ctrl+C E' s
H  saveall ties
H save. Cirl+5hift+S |
B saveAs.
1 Update Project Ctrl+Shift+U
$£  Ignition Exchange
A Import...
2 Export...
0 Exit

5F_3_5_0_0 - Igniticn-vmlvgkigntestd - [gnitic

m Edit View Project Tools H

New v | Al
= Open.. Ctrl+C E' g
H  saveall ties
B save. Crrl+shifi+s |
E  SaveAs.
1  Update Project Ctrl+Shift+U
£ Ignition Exchange
2 Import..
2 Export...
0 Exit

Updating Nifi Flow Components

Follow these steps if you are currently using Production Execution and are updating the Nifi Flow
Components:

1. Deactivate or remove the previous version of the Nifi Flow Components. It is
recommended that you deactivate the previous version of the package rather than delete it

Q)
Comments? Submit feedback here
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because it allows you to easily re-activate the previous version if necessary. See

Deactivate Previous Version of Nifi Flow.

51

2. Install the new version of the Nifi Flow Components using yab. See Installing a New

Version of the Nifi Flow Components.

Deactivate Previous Version of Nifi Flow

Note: This task only applies if you are upgrading the Nifi flow and there is a prior version of the

penifi package deployed.

If there is a prior version of the penifi package deployed then the Nifi flow needs to be

deactivated or removed before installing the new version. This is required because the updated

Nifi flow uses the same port as the previous flow.

Note: It is recommended that you deactivate the previous version of the penifi package rather

than delete it because it allows you to easily re-activate the previous version if necessary.

Follow these steps to deactivate the previous version of the penifi package:

1. In Nifi, right-click on the flow and select Configure.

Bl QA Applicatc x| [B] QAD Applicatic X wrmnsndesktop
€« C @ vmlpe2020ees1.qad.com:22131/nifi/?processGreupld=roct&componentids=Bbd34c8e-5c5b-3be3-dBa2-6be52f6262b9
i Apps @& Platform Integratic. & NifiFlow @& [ Business Compone. & NiFi & NFi & equip & Nififlow @& debugi
= " a—n
RN BEET T ...
ni @ @ 5 2 [ Yoo
0 = 3/162 bytes 0 0 > 1 m2 0 & 500 Variabl 0
= Enter group
@ Navigate = P Start
W Stop
(AN
aje s II % Enable
- % Disable
PE Integration 1.0.0.65 | Viiew status history
i O View connections »
0 o1 N2 0 “k 501
4, Manage access policies
Queued 3 (162 bytes)
In 0 (0 bytes) — 0 % Center in view
Read/Virite 0 bytes /0 bytes 1 Grou
Out 0 — 0(0 bytes) i
4 operate B
0 0 o 070 Download flow
jG| PEintegration1.0.0.65 =
824 proce s Group 5= Create template

8bd3acse-5¢5b-3bc9-d8a2-6be52{626209
$ % %% > E -

NiFi Flow

@) Copy
@ Delete

0

Lol ¢

< 14:19:55 PDT

o
[l 3

2. In the Configuration window > Controller Services tab, select the Settings button for the

PEDistributedMapCacheServer piece of the flow.

Comments? Submit feedback here

QAD

= a X
4 4 C\quaw )
[E Reading list

admin  se—
—
LOGOUT s

o[
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B om0 spptan x | B Qr0aopl R T I 0 0 L Rl 1113 % | + @ - o x

€ > C @ vmlpe2020eesi.qad.com:22131/nifi/?proc p ompol =8bd3dc8e-5¢5b-3bcd-dBa2-6be526262b9 o 7T O 8 2
3 Apps @& Platform Integratio.. @& Nififlow & B BusinessCompone.. @ NiFi @& NIFi @& equip & Nififlow & debugl Reading list

x
| PE integration 1.0.0.65 Configuration
¢ oo Jomouories |
‘GENERAL CONTROLLER SERVICES
¢
Scope
Neme + Type Bundle State PEI 1ion 1.0.0.65 &% a
A integration 1.0.0.
] PED i i org.apache.nifi - nifi-distributed-ca % Enabled g %
& PEDistri st 1113 orgapachenifi- nifidistributed-ca. % Enabled PE integration 1.0.0.65 E"A N
e PEMYSQL DBCPConnectionPeol 1.11.3 org.apache.nifi - nifi-dbcp-service-.. ¥ Enabled m P
PE integration 1.0.0.65
- & PESSL StandardSSLContextService 1.11.3  org.apache.nifi - nifi-sshcontext:se_ ¥ Enabled g %4
- PE integration 1.0.0.65 LN
<
s
9
as
8l
" & Lastupdated: 14:20:17 PDT Listed services are available to all descendant Processors and services of this Process Group.
d L

3. A Configure Controller Service window appears. Write down the Port number. If you
needed to re-create this piece of the flow, you could create a new piece with the same
name (PEDistributedMapCacheServer) and the port number you just recorded. Close the

Configure Controller Service window.

Configure Controller Service
SETTINGS Pmna‘r@ COMMENTS
Required fiold +

Pon @ 22129

Maximum Cache Entries @ 10000

Eviction Strategy @  Least Frequently Used

Persistence Directory @ Novalue sel

SSL Context Service 7] Mo value set

m

Q)
Comments? Submit feedback here
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4. Click the Disable button for PEDistributedMapCacheServer.

PE integration 1.0.0.65 LI S
PE integration 1.0.0.65 - K1

PE imegration 1.0.0.65 - 2 N
PE integration 1.0.0.65 L B A

5. A Disable Controller Service window opens. Select Disable and then close the window.

Disable Controller Service

Service Reférencing Components @
PEDistributedMapCacheServer No referencing components
Scope

Service and referencing components @

CANCEL DISABLE

6. Once you disable PEDistributedMapCacheServer, a Delete button appears, allowing you
to delete PEDistributedMapCacheServer. Select the Delete/Remove button.

Q)
Comments? Submit feedback here
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54

QAD Production Execution Installation Guide

IR l

' PE integration 1.0.0.65 Configuration

GENERAL CONTROLLER SERVICES
'

+
Name « Type Bundle State Scope

e PEDi: acheClientServ... Distril i ic..  org.apache.nifi - nifi-distributed-ca.. 5 Enabled PE integration 1.0.0.65 LB 3

Ll PEDi: istri 1.11.3  org.apache.nifi - nifi-distributed-ca.. O Validating PE integration 1.0.0.65 & m| A

e PEMySQL DBCPConnectionPool 1.11.3 org.apache.nifi - nifi-dbcp-service-.. % Enabled PE integration 1.0.0.65 & Remove

L PESSL StandardSSLContextService 1.11.3  org.apache.nifi - nifi-sslcontext-se_.  § Enabled PE integration 1.0.0.65 LB 4
|
| |
i < Lastupdated: 14:20:17 PDT Listed services are available to all descendant Processors and services of this Process Group.
I

A Delete Controller Service window opens. Select Yes to delete.

Delete Controller Service

Delete controller service
'PEDistributedMapCacheServer'?

8. Because you deleted this piece of the PE integration x.x.x.xx flow, this version of the

flow is now disabled and not functional. You can now import the new version of the PE

integration x.X.X.xx flow.

Note: Ifthe new version of the PE integration x.x.x.xx flow does not function properly,
you can re-enable the old version by re-creating the piece you just deleted. To re-create
the piece, you need the information you recorded in the Configure Controller Service
settings window.

Q)
Comments? Submit feedback here
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Deleting a Nifi Flow Using YAB
Follow these steps to delete a Nifi flow using yab:
1. Enter the following yab command to view a list of Nifi processes:
yab nifi-status

2. Then enter the following command to remove the version of the Nifi flow you want to
remove:

yab nifi-default-pg-pe-integration-x-x-x-x-remove

& vmipe2020eest.gad.com - PuTTY - @ b4

PE integrati 1.0.0.55}

0 o1 B2 0 % 501

Queued 3 (162 bytes)

In 0 (0 bytes) — 0
Read/Virite 0 bytes / 0 bytes
Out 0 — 0(0 bytes)

0 %0 S0@0 2?0

Deleting a Nifi Flow Using Nifi
Note: It is recommended that you delete Nifi flows using yab as the process is easier and quicker.
Before deleting a Nifi flow you must do the following; otherwise, you will receive an error:
e Disable all associated Controller Services.
e C(Clear any associated Queues.
Disable Controller Services

1. Right-click on the Nifi flow and select Stop.

Q)
Comments? Submit feedback here
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B or0Applean x| B QA0 apslicat x| I O A e g - 2015 % |+ o - g X
& > C & vmipe2020ees1.qad.com:22131/nifif 2proc p mpor =Bbd34cBe-5¢5b-3bc-dBa2-6be52f6262b9 o fr O B 2
3 Apps @& Platform Integratio.. @ NiFiFlow & [BJ BusinessCompone.. @& NIFi @& NIFi & equip & NIFiflow & debugt Reading list

& Configure
WO E3/162bytes ®0 WO »1 M2 A0 % 5o Variables 00 70 £ 14:24:56 PDT Q
] Enter group
@ Navigate B » Start
|}
r. .
Qa Il y
% Disable
I View: status history
| O View i »
- @, Manage acocess policies
Queued 3 (162 bytes) :
In 0 (0 bytes) — 0 4 Cente in view
Read/Vitite 0 bytes / 0 bytes & croup
4y operate =] Out 0 — 0 {0 bytes)
Download flow
T} PEintegration 1.0.0.65 v0%00080020 =
e—o Process Group Create template
b b-3bc9-0832-6b . =
ga % P E - i
1

NiFi Flow

Right-click on the Nifi flow again and select Disable.

3. Right-click on the Nifi flow again and select Configure. The Nifi flow Configuration

window opens.
—

PE integration 1.0.0.65 Configuration

GENERAL CONTROLLER SERVICES.

-

+
Name » Type Bundle State Scope

& istril i Veer ~. org.apache.nifi - nifi-distributed-ca.. ¥ Enabled PE integration 1.0.0.65 LY

& PEMySQL DBCPConnectionPool 1.11.3 org.apache.nifi - nifi-dbcp-service-.. ¥ Enabled PE integration 1.0.0.65 -

El PESSL StandardSSLContextService 1.11.3  org.apache.nifi - nifi-sslcontext-se. ¥ Enabled PE integration 1.0.0.65 LY

| & Last updated: 14:25:16 PDT Listed services are available to all descendant Processors and services of this Pracess Group.

4. Select the Disable button for the first Controller Service. A Disable Controller Service
window opens. Select Disable and then close the window.

QAD

Comments? Submit feedback here
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Disable Controller Service

Service Referencing Components @ -
PEDistributedMapCacheClientService ~ Processors (12)
Scope ¥ Notify Notify
Service and referencing components @ ¥ Notify Notify
% Wait walt
% Wait Wait
% Wait Wait

% Wait for serial Inv Wail

% Notify Nolify

% Notify Notify

X Notify Notify

% Notify Notify

¥ Notify inventory Nolify

. Notify loose inv Notify

% DetectDuplicate DeteciDuplicate
% Wait Wait

¥ Wait Wait

L Y .- - . E— -

-

5. Repeat this step for the other Controller Services until all are disabled.

Clear Nifi Flow Queues

6. Select Summary from the Hamburger menu in the top right of the screen. The Nifi
Summary window opens.

B s x | B 00l B 00 L R R 1> . | + o - od X

€ > C & vmipe2020eesigad.com:22131/nifi/?proc pld db3915b-6{13-3d78-4a82-5b30cadaSe43 o % O ™ 2
3 Apps @& Platform Integratio... @ NiFiFlow & [BJ Business Compone.. & NIFi & NFi & equp & Nfiflow & debugl Reading list
= = = :=]
B0 =1/7bytes ®0 W0 PO WO A0 %512 v0 %0 ©0 00 ?0 & 142626P0T Q =
15 counrers
[J Bulletin Board
© Navigate B

¥ Data Provenance

@a Ik
s /& Controller Settings

- Parameter Contexts

D Flow Configuration History

@0 £0 >0 WO A0 %504 & Users

Queued 1 (76 bytes) @, Policies
In 0 (0 bytes) — 0 S min -
Read/Virite 0 bytes / 0 bytes 5 min & Templates
Out 0—-0(0 5
& operate B " huted) -0 © Hep
v ?
0 %0Q0 0070 “

T@T PE integration 1.0.0.65
a—p Process Group
b b abco-d

&% 5% > W 5

Q)
Comments? Submit feedback here
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7. On the Connections tab, sort the Queue (Size) column in descending order so that any
Queues that are non-zero are displayed first.

B e

! NiFi Summary
H PROCESSORS INPUT PORTS OUTPUT PORTS REMOTE
'
! Displaying 605 of 605
Filter by source v
Threshold %: Queue | Si.. In (Size) 5 min Out (Size) 5 min
i) success 1(76 bytes) 0% | 0% 0 (0 bytes) Generateflowfile 0 (0 bytes) Publishkafka_2_0 — =
(] success 0 {0 bytes) 0% | 0% 0 (0 bytes) Attributes for SQL from .. 0 (0 bytes) Anributes for browse filt.. — s
Li] success 0(0 bytes) 0% | 0% 0 (0 bytes) Attributes for browse filt.. 0 (0 bytes) RouteOnAttribute —
Li] success 0 (0 bytes) 0% | 0% 0 (0 bytes) BrowseFilter fragments .. 0 {0 bytes) Concatenate browse filt.. — s
: i) success 0{0 bytes) 0% | 0% 0 (0 bytes) CKignition.qad.PostLab.. 0 (0 bytes) ReplaceText —
| (i} success 0 {0 bytes) 0% | 0% 0 (0 bytes) CK ignition.qad.cassand... 0 (0 bytes) EvaluateJsonPath — -
i Li) success 0 (0 bytes) 0% | 0% 0 (0 bytes) CK ignition.qad.compsc.. 0 (0 bytes) ReplaceText —
-
t
& Lastupdated: 14:26:36 PDT system diagnostics

8. Select the Go To Connection button for the first Queue.

-

x
NiFi Summary
PROCESSORS NPUT PORTS OUTPUTPORTS  REMOTE
Displaying 605 of 605
Filter by source v

Threshold %: Queue | Si In (Size) 5 min Out (Size) 5 min

[i] success 1 (76 bytes) 0% | 0% 0 (0 bytes) GenerateFlowFile 0 (0 bytes) PublishKafka_2_0 - &
L] success 0 (0 bytes) 0% | 0% 0 (0 bytes) Attributes for SQL from ... 0 (0 bytes) Attributes for browse filt.. S Go To Connaction
L] success 0(0 bytes) 0% | 0% 0 {0 bytes) Attributes for browse filt.. 0 (0 bytes) RouteOnAttribute -
L] success 0(0 bytes) 0% | 0% 0 (0 bytes) BrowseFilter fragments .. 0 (0 bytes) Concatenate browse fill.. = joa.
] success 0(0 bytes) 0% | 0% 0 {0 bytes) CKignition.qad.PostLab.. @ (0 bytes) ReplaceText — -
L] success 0(0 bytes) 0% | 0% 0(0 bytes) CK ignition.qad.cassand.. 0 (0 bytes) EvaluatedsonPath — -
(] success 0 (0 bytes) 0% | 0% 0(0 bytes) CK ignition.qad.compsc.. 0 (0 bytes) ReplaceText — -
-
2 Lastupdated: 14:26:36 PDT system diagnostics

9. Right-click on the Queue and select Empty Queue.

Comments? Submit feedback here
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& GenerateFlowFile
GenerateFlowFide 1.11.3
). Apescve NN - M6 andér d-nar

S

In 0 (0 bytes)
Read/Write 0 bytes /0 bytes
Cut 0 (0 bytes)

Tasks/Time 0 /00:00:00.000
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S min
S min
S min

S min

Name success
Queued 1 (76 bytes)

PublishKafka_2_0
PublishKafka_2 01.11.3
ong apache nifi - nifi-kafks-2-0-na

~
~

In 0 (0 bytes)
Read/Write 0 bytes / 0 bytes
Qut D (0 byres)

& Configure

| e View status history

I= List queus

-
«~ G0 to source

=+ (30 to destination
[0 Bring to front

&~ Create template

000

10. Navigate back to the Nifi Summary window and
Queues.

Deleting a Nifi Flow

11. To delete a Nifi flow, right-click on the flow and

Comments? Submit feedback here

repeat these steps for any remaining

select Delete.

QAD
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B oo x | B a0t x| 00 L R 15 % | + o - o x
€ > C @& vmipe020eesi.qad.com:22131/nifif?proce pld p 8bd34c8e-5¢5b-3bc9-dBa2-6be526262b9 o O » 2
3 Apps @ Platform Integratio.. @ NFiflow & [BI BusinessCompone.. & NI & NFi & equip & NFiflow & debug Reading list

& Configure
W0 E0/Obyles ©®0 R0 PO MO A0 % 512 w0 k(g Vorisdles 4:26:58 PDT Q search
T | % Enter group I i i —_
® Navigate =) » Start
W Sstop
r. N
Qe {2 I'I % Enable

X Disable

s View status history
© View connections »

@0 20 >0 MO A0 %504

&, Manage access policies

Queued 0 (0 bytes)
In 0 (0 bytes) — 0 4 Center in view
:ead/wme 0 bytes / 0 bytes. Group
ut 0 — 0 (0 bytes)
ﬁ i z Download flow
=7 PEintegration 1.0.0.65 SOIRNGR080:30
I@I Process Group £= Create template
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Installing a New Version of the Nifi Flow Components

To install a new version of the Nifi Flow Components, enter the following yab command:

yab install penifi-x.x.x.x
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